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Rapid technological improvements have brought significant hazards to sensitive data and information. Cyberspace has
connected various data structures, ranging from private communications/transactions to government activities. Cyberattacks
are growing more complex which emphasizes the need to improve cybersecurity. Cyber security is more crucial as
everything becomes more digital and as the number of connected devices keeps increasing. Cyber security techniques are
used to keep networks, applications, and devices safe from intruders. Cloud and IoT technologies have expanded the
complexity of computing, communication, and networking infrastructures, making cybercrime prevention more difficult.
It takes a long time to develop threat recognition algorithms by the existing methods. Innovative strategies, like employing
deep learning tools for cybersecurity, are anticipated to provide a solution to the issue. Deep learning approaches have many
benefits which include the ability to solve complex problems quickly, high levels of automation, the best use of informal
information, the capacity to generate excellent results at a lower cost, and the ability to recognize complex interactions. A
diverse range of applications can be employed in deep learning models to make decisions based on predictions in the daily
routine. The significant benefits of deep learning-enabled cyber security have improved security and reduced risks. The
intensity of this systematic study provides consolidated knowledge about recent trends and serves as a foundation for future
research in Deep learning-enabled Cybersecurity. This paper highlights the potential challenges and current cybersecurity

issues with cutting-edge Deep Learning technologies.
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Introduction

The advancement of digitization in all aspects of
civilization has enabled the storage of a wide range
of information.'? The sensitivity of digitally stored
data makes it increasingly vital to assure security.
The internet and a range of digital technologies have
made contemporary life incredibly comfortable.
Everything beneficial has downsides, and the current
technological world is no exception. While the use
of the web has simplified our daily tasks, it also
represents a tremendous challenge to data security
which leads to online attacks. Data loss from
intruders or software invasions, which can have
considerably severe repercussions, might come from
insecure data. Threats are rising at a much faster rate
than in the past. Threats are frequently transient, but
they can sometimes be severe and enduring.
Cyberattacks are extremely difficult to detect and
anticipate. Cyber Security in information technology
needs to safeguard systems from cyberattacks.’® Its
intended goals are to mitigate the likelihood of
cyberattacks and to safeguard against unauthorized
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utilization of science and skill, as well as web and
network devices.

Cyber security has become essential to protect core
ideals like fairness, tolerance, liberty, and user or
organization privacy while preserving confidence and
dependability in the digital infrastructure. Several
technologies and methods have been developed under
the cybersecurity umbrella to protect communication
networks, end-to-end systems, and data logs from
attacks, and unprivileged access. Cyber-defense
pathways exist in almost all the layers of the Internet
network Model.** Experts have attempted to address
various network security issues such as denial of
service, phishing, website incursions, viruses, and
routing attacks. The focus is on developing tools and
strategies such as firewalls, anti-virus software,
Detection Systems, online application security, and so
on. Attackers often respond with even more
sophisticated tactics to bypass the proposed defenses
whenever an intelligent solution is introduced to
address network wvulnerabilities. Current security
systems struggle to keep pace with these evolving and
advanced attack strategies. The need to bolster
cybersecurity remains constant, driven by the ongoing
proliferation of end-user devices and networks.
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Emerging approaches, like the utilization of Artificial
Intelligence (AI) tools for cybersecurity, are
anticipated to provide solutions to this challenge.’ It
would contain a substantial amount of training data
with the same pattern as test data for learning.
However, acquiring relevant training data will
typically take much time or even be impossible in the
field of cybersecurity, where new attacks are
discovered every day.*”

Deep Learning (DL) is a type of Al that's pushing
the high-tech industry ahead. It helps devices and
networks learn from messy data and solve complex
problems.” Intelligent DL machines can train
continuously to stay up with real-world scenarios.
Deep learning autonomously extracts valuable
insights from vast amounts of raw network data,
reducing the need for human experts and saving time
and resources.® These learned features are then used
in a learning algorithm to perform classification tasks,
resulting in highly accurate threat detection. In DL, a
shortage of labeled data is not an issue. The use of DL
algorithms in cyber security will guarantee the safety
of machines throughout their lifetime. Deep learning
with cyber security empowers and enhances systems
efficiency, safety, and security.” The intersection of
DL and Cybersecurity with its sources of literature is
shown in Fig. 1.

Some fascinating DL applications in cybersecurity
are discussed in this paper as how deep learning might
be used to improve security measures. It also
interrogates the various defending measures from
dangers including phishing, session hijacking, drive-
by attacks, routing attacks, denial of service, etc. The
article examines the previous advancements and
contemporary cybersecurity techniques based on deep
learning, thereby a valuable resource for safeguarding
cyberspace. This work stands out for its emphasis on
the transformative potential of deep learning in
cybersecurity, offering a systematic study that
consolidates knowledge about current trends and lays
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Fig. 1 — Convergence of deep learning and cybersecurity
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a foundation for future research. It highlights the
convergence of deep learning technologies with
cybersecurity, addressing potential challenges and
current issues, ultimately aiming to improve security
and reduce risks.

Literature Review

Deep learning and cybersecurity have both
garnered significant research attention, often treated
as distinct domains with unique challenges and
methods. Recently, there has been a significant
merging of DL and cybersecurity. The new trend is
altering how we respond to cyber threats and improve
cybersecurity. This merging of expertise is reshaping
the landscape of cyber defense and threat mitigation.
Hence this integration promises more proactive and
adaptable cybersecurity solutions as both domains
continue to intertwine and advance. In review', the
author's primary focus was to explore the realm of
quantum cybersecurity, and the capabilities of
quantum computing for mitigating cyber threats. The
survey’ offers an extensive examination of machine
learning techniques applied to cybersecurity intrusion
detection systems and its performance was analyzed
with benchmark datasets. The authors of survey® have
provided methods for edge intelligence and intelligent
edge deployment with DL. The survey papers™
contributed insights to both domains but did not
specifically delve into the security challenges and
vulnerabilities within these areas. To the best of our
knowledge, the most relevant existing articles to our
work encompass the following papers.”'® The
literature sources have been categorized and assessed
for this study, as depicted in Fig. 2.

\ * Sources of Literature
{ Deep ‘-“ based on ML, DL & AI
{ | Papers:3,4.7,14,15,16,
17,18,19,20,21,23,24,25,
26,28,30,40.42

. F Sources of Literature
Q\Qf \ | Based on Cyber &
< ) Network Security.
» Articles:1,2,8,9,10,11.12,
13,28.29,32,35,36,37,39,
41,46

. P Integrated DL & CS and|
Deep | presented for  one
[ Learning \ specific application.
| with Cyber |f publications:5,6.24.27,
"\\ security /" 31,33.34,37,38.42,43.,44,
7 45.47.48.49.50

Fig. 2 — Categorized literature review
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Integration Problems

The incorporation of deep learning into
cybersecurity encounters several challenges and
obstacles. Researchers are working to fully realize the
potential of deep learning in enhancing cybersecurity
by addressing issues including data privacy, model
interpretability, and adversarial attacks.

Limitations

Recent studies have looked at deep learning models
used for automating diverse security operations such
as malware inspection and identifying breaches.
However, these surveys exhibit certain limitations:
They lack coverage of various cyberattacks in
different network settings, and they primarily focus on
general deep learning without delving into cyberattack
specifics. Additionally, they don't provide guidance on
selecting appropriate deep learning models for security
or datasets tailored to specific use cases. Moreover,
they concentrate on unencrypted traffic and traditional
network configurations while neglecting areas like
fraud detection and encrypted traffic. Finally, they fall
short of delivering clear insights into cyberattacks,
vulnerabilities, and mitigation strategies.

Cyber Security Probabilities

Organizations, as well as individuals, should make
efforts to counteract cyber-warfare. Background
knowledge must be included to give an overview of
efficient attack detection based on deep learning
techniques.>' Some of the important security
domains where cybersecurity is needed are listed in
Table 1. Fraudsters are inventing more innovative
ways to assault systems as technology advances.

Attacks from nodes that are already members of the
network are called internal attacks.'"'> An attack
carried out by an unauthorized node is referred to as
an outsider attack. The different kinds of cyber-
attacks are illustrated in Fig. 3. These assaults can be
divided into active and passive forms. An active
attacker can transmit new packets to disrupt the
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network channel or misrepresent valid information,
whereas a passive attacker can simply snoop on the
channel and acquire sensitive details. It is broadly
categorized based on how they compromise network
security features. This section discusses some
significant hacks on automobile networks, routing,
and cyber attacks due to authentication.

Automotive Networks-related Attacks

With the proliferation of automation in automotive
networks, there is a growing reliance on additional
sensors, controllers, and interfaces. Reliable and
secure connectivity is continuously needed for high-
speed transmission. Considering the inherent
vulnerabilities of automotive networks and their
external interface connections, there is a heightened
susceptibility to various potential attacks. These
attacks pose a substantial risk to the security and
privacy of the automotive network. Listed below are
several significant vehicular network attacks, which
are also illustrated in Fig. 3(a).

Sybil Attack

A node pretends to be numerous nodes by adopting
false identities. It could be possible if the victim
possesses false credentials or has their identity stolen.
An attacker uses numerous identities to send multiple
messages while announcing its positions concurrently.
Node duplication confuses the topology, so they all
assert their fictitious and illegal authority."> These
attacks damage network topology and use more
bandwidth.

Impersonation Attack

The attacker poses the privileged node identity.
The motive is to obtain administrative privileges and
disrupt the flow of data.'” Possession of bogus
attributes or identity theft could make these assaults
conceivable. Attackers may provide false or spurious
details to the nodes to gain an advantage. For
example, to clear a route, an attacker feeds false

Table 1 — Various security domains

Domain Foreword

Network security

Hackers target networks as one of the most susceptible systems. They intend to gain access to computers and

other electronic devices to obtain personal information.

Data security
Application security

Hackers gain access to data that are exchanged between two or more nodes.
On the internet, there are a plethora of developers, each with its own set of applications for users. Thus,

attackers can get information about the users from devices.

Mobile security

Mobile device security is to shield and rid devices of threats, risks of asset loss, and data loss when utilizing

portable computers and communication equipment.

Cloud security
if this is not secure.

Anyone who wishes to keep their data safe does so through the cloud. Data can easily get into the wrong hands
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Fig. 3 — Various cyber attacks: (a) Cyberattacks in automotive networks, (b) Routing attacks, (c) Cyberattacks —Authentication

information about a significant traffic jam caused by
an accident on a specific road. These threats
jeopardize the vehicular network's authentication
requirements.

Session Hijacking

It occurs when a hacker attempts to seize
ownership of the distinct Session Identifier (SID)
provided for every new session. An attacker can
exploit the fact that internet layer authentication is
only performed once. Attackers can take advantage of
this functionality because no authentication is
performed once the SID is generated and allocated.
Replay Attacks

The intruder impersonates a legitimate vehicle or
Railcar to collect information datagrams before
broadcasting a duplicate of the intercepted signal to
another node for profit. These attacks cause serious
issues to the system's secrecy and authenticity."

GPS Spoofing

Vehicles' identities and geographic coordinates are
stored in a database by a Global Positioning System
(GPS) satellite. An RF transmitting device

deliberately causes a GPS receiver to calculate a false
position. The main aim is to disrupt vehicular
networks and may feed fake information to the
system.

Timing Attacks

To delay communication, an attacker modifies the
time slot of a packet that has been received. This
modification may prevent the malicious node’s
neighbors from receiving urgent messages on time.
Due to the sensitive nature and urgency of the
information in automobile networks, even a small
delay could lead to serious congestion or accidents.

Routing Attacks

Many hackers penetrate the server or router of the
network and send bogus data to the routing network.
Routing attacks rely on holes and gaps in the routing
protocols of the network.'"'> Some of these assault
types are discussed below and shown in which is
shown in Fig. 3(b).
Black Hole

An attack called the "blackhole" involves a
malicious node sending a fake route with fewer hops
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in an effort to trick the source node into passing
packets through it. Data packets are discreetly
dropped by the attacker node after they have been
transmitted to the route by the source node. It leads to
unreliable network transmission.

Denial of Service (DoS)

The attacker streams the network with too many
joining message request and gain the network
credentials. Thereby, can significantly affect the
effectiveness and performance of a network.
Flooding, jamming, or a distributed DoS attack are
used to flood the network with fake messages and
block legitimate users from accessing a target node.

Grey Hole

Hacked cluster nodes may lose packets
intentionally during transmission. However, the
attacker chooses only specific packets based on their
current requirements & aims.'” These attacks may
cause integrity issues in the routing network.

Wormbhole Attack

Attackers construct a tunnel by two or more nodes
in the existing topology. Then the packets are
received by the node that is acting maliciously and
sent to the destination end tunnel. The excavating
technique lowers the number of hops along the path,
which draws packets to the compromised nodes.

Authentication Related Cyberattacks

An attacker uses an automated process of trial and
error to guess the network login credentials or
cryptographic key. Thereby, unauthorized access to
networks is thus made possible by this method. The
attacker accesses private information and changes the
original network data. Some of the cyberattacks
related to authentication are shown in Fig. 3(c).
Cryptographic Attack

An attempt to recover the plaintext without the key by
using practical cryptographic methods. By finding the
weakness in a code or cipher, attackers obtain sensitive
information and do unnecessary modifications.
Access Attack

The attackers gain access to the network and
modify the stored confidential information. Attackers
use web apps and file transfer services to gain access
to databases, e-mail accounts, and other sensitive
information. It may end up in data breaches, which
can result in data loss or data content alteration.

Reconnaissance Attack
A reconnaissance attack is a type of security breach
in which an attacker collects an extensive amount of
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information about the target network. The culprit
authenticates to the targeted systems to look for any
vulnerabilities. With the actual acquired information,
hackers cause serious damage to the network.

Active Attack

The hacker actively tries to alter or manipulate the
content of messages or information. These assaults
endanger the system's integrity and availability.
Illegal authentication interferes with the system
processes and causes serious issues to the network.

Passive Attack

The attacker's primary objective is to obtain
network-sensitive information by listening to the
conversations between hosts. The attacker simply
checks the target's capability to view the data during
transmission rather than breaking into or altering the
database.

Intruder Attack

In an intrusion assault, an unidentified device or
service attempts to get into the network, in order to
disrupt it or collect false attributes. The intruder is a
vulnerability to the network and gains access to the
stored data. It causes customized threats and potential
attacks on many networks.

Phishing Attack

An act of deceiving users and obtaining sensitive
and personal information-including payment card
numbers and account credentials by delivering false
communications through various channels such as
emails, text messages, and social media."

Deep Learning Methods

The term "Deep" refers to the number of
computation levels that information can pass through.
DL includes statistics and predictive modeling. Deep
learning accelerates and streamlines the system
process, which is highly useful for data analysis."”
Unlike conventional machine learning algorithms, DL
procedures excel at handling complex problems. The
DL algorithm nonlinearly adjusts its input to what it
has learned to build a statistical model. Many
iterations are carried out to get satisfactory results.
Deep learning has the advantage of allowing the
software to independently expand its feature set.
Unsupervised deep learning is often more rapid and
precise for any application.
Strategies in Deep Learning

A wide range of DL approaches are accurate and
effective in handling difficulties that are too difficult
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for the human mind to comprehend.”® Some of the
traditional DL methods with their advantages are
depicted in Fig. 4.

Convolutional Neural Networks (CNN)

CNN is a more sophisticated and incredibly
promising version of the traditional artificial neural
network concept. CNN excels in tasks involving data
preprocessing, compilation, and intricate operations,
yielding impressive outcomes.® It is based on how
neurons in the nervous system are structured. Among
its capabilities, CNN excels in tasks such as image
recognition, fragmentation and video review.

Deep Reinforcement Learning (DRL)

The DRL empower systems by allowing agents to
make independent decisions based on unstructured
input data (by Reinforcement learning techniques),
eliminating the need for manual interpretation. These
agents can observe the situation while taking actions
that contribute to the network's overall objectives. The
current environment state is encapsulated within the
input layer of the network architecture. This concept
hinges on repetitive attempts to predict the potential
rewards associated with each decision made under
particular conditions."*"*

Recurrent Neural Networks (RNN)

The Long Short-Term Memory (LSTM) method is
employed in RNN. It can foresee data in temporal
sequences with accuracy. It employs prior condition
knowledge for an input parameter.'> As a result, it can
assist a network in constructing poor memory,
allowing it to successfully handle fluctuations in stock
prices or any other time-based data systems.

Generative Adversarial Networks (GAN)

Classifier helps distinguish between accurate
information and fraudulent details produced by the
Generator Network. Instead of using real
photographs, an image bank might be built from

‘ CNN

Convolutional Neural Networks
Picture datasets.
OCR Document analysis

Data preprocessing, compilation &
sophisticated -Faster Analysis

@QL

Generative Adversarial Network
A Techniques for Finding Therapeutic
<GAN Medicines.
7

Image and Text- Generation & Image
Enhancement

Autoencoder
Enticing recommendation model.
Feature recognition.

Improve huge datasets with
characteristics.

Deep Reinforcement Learning
Pokers & card games (chess)
Robotics; Inventory Management
Financial duties - Asset valuation

Self-Organizing Maps
The collected dataset lacks the Y-axis

SOM value.
Al-aided innovative undertakings in
literature, video, and music

Back- Propagation
Forward feedback to the Network

_/ - -\_ Flaws.
u’/.-l Weighed using a loss function.

Data Debugging.
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simulated information generated by the Generator
network.”” A convolutional neural network would be
built in the first stage. A system comprising image
indicators would subsequently be deployed to
differentiate between authentic and counterfeit
pictures. The effectiveness and speed of the network
would ultimately benefit from this competition.

Self-Organizing Maps (SOM)

SOM is trained using competitive learning rather
than error-control learning. Here unsupervised
learning data are used to reduce the number of
unpredictable elements. This technique produces a
resultant model with a dimension of two and links to
both input and output nodes. The SOM alters the
corresponding weights of the adjacent units in
accordance with the weight of the Best Matching Unit
(BMU). Since those particular weights can be
considered significant unit attributes as a whole, their
significance indicates the node's position in the
structure of the network.

Boltzmann Machines (BM)

The network architecture incorporates circular
connections among its nodes due to its absence of a
fixed direction. Once the connectivity is properly
constrained, BM learning methods are good enough
for problem-solving. This method is used to create
model parameters due to its uniqueness. Boltzmann
Machines is a stochastic network model, in contrast to
all previous deterministic network models.

Auto Encoders (AE)

AE learns efficient codings of unlabeled data
(unsupervised learning). They achieve this by
employing an encoding function to condense the input
data and a decoding function to reconstruct it. It
operates independently using every input it receives
before requiring an activation function and processing

Recurrent Neural Networks

1 to 1:-categorizing photographs.
many to one- captioning a photo

Many-to-one- Sentiment analysis.

Many too numerous-video
classification

=
flm}
-

Boltzmann Machines
Stochastic network.

System Monitoring.

&

Gradient Descent

Definable angle Slope.
Modify Error Count.
Modify parameter.

Fig. 4 — Traditional DL methods
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the result.”” Fewer data categories are formed, and all
the data structures are used.

Back Propagation (BP)

The back propagation method learns from incorrect
data prediction. Data flow in a given direction over a
predetermined channel is referred to as propagation.
When a choice is made, the entire system is capable
of moving forward and feeds back any information
about network flaws in reverse. The network first
considers the parameters and makes a decision
regarding the data. Secondly, it is weighed using a
loss function. Finally, any erroneous parameters are
self-corrected as a result of the discovered problem
being transmitted backward.

Gradient Descent (GD)

A mathematical relationship between variables can
be used to represent a gradient, which is a slope with
a definable angle. The link between the artificial
neural network's prediction error and the data settings
may be expressed as the value of x & y in this deep
learning approach. The error can be raised or lowered
by making small changes in the dynamic network.
Data trapping in the neural pathways would slow
reconstructions and reduce their accuracy.

Deep Learning Model for Cyberattacks
An overview of conceivable cyberattacks in the
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designed to enhance the security and resilience of
digital communication networks by leveraging the
power of DL algorithms to detect, prevent, and
respond to cyber threats effectively. This table serves
as a valuable reference for understanding the range of
cyber risks associated with Networks with their target
area and security violations.

Advancement of DL in Security

Deep learning techniques have recently evolved to
use larger datasets and more complex architectures, as
well as to interact between various neural network
types.”” Some of the important recent developments in
Deep learning methods are listed in Fig. 5.

Transfer Learning (TL)

Transfer learning improves the earlier learned
model and connects it to its current network. TL aims
to improve the effectiveness of the right particular
population on targeted domains.'® Transfer learning in
cybersecurity involves leveraging knowledge from
one domain or dataset to enhance cybersecurity tasks
in another domain. This approach enables more
efficient and accurate cybersecurity solutions, even
when labeled data is limited in specific domains.
Transfer learning become a suitable methodology for
cybersecurity applications where acquiring training
data is difficult.'"” Autoencoders with adapted TL are

context of digital network scenarios. Alongside
these potential threats, Table 2 also presents a
comprehensive set of countermeasures based on Deep
Learning (DL) models. These countermeasures are

more effective for cybersecurity

in automotive

networks. It helps in feature extraction, threat
intelligence integration, malware and intrusion
detection, behavior analysis, adversarial

Table 2 — DL solutions for cyberattacks

Cyberattacks Target Area Security Violation DL Methods
Threats Action/Vulnerable
Sybil User identity Network bandwidth Illegal Authority/Privacy DRL/RNN
Impersonation Privileged node False information Authorization/Privacy CNN
Session hijacking New sessions Seize session identifier Authentication/Secrecy CNN/RNN
Replay Legitimate node Duplicates information Secrecy/Authenticity CNN/AE
GPS spoofing Geographic data GPS satellite signal Authentication /Security CNN/AE
Timing Time slots Missed deadline Connectivity/Congestion CNN/BM
Denial of service Legitimate node Flooding & blocking Privacy/Availability DRL/RNN
Black hole Root node Fake route Availability/Confidentiality CNN/GAN
Gray hole Packet datagram Packet loss Authentication/Integrity CNN/GAN
Wormbhole Network path Malicious packet Authentication/Connectivity CNN/AE
Cryptographic Data Message modification Privacy/ Secrecy/Security CNN/GAN
Access Login node Data/Database Secrecy/Security CNN/AE
Reconnaissance Machine/System Data/Database Secrecy /Confidentiality CNN/AE
Active Process System data Integrity / Availability CNN/BP
Passive Legitimate node Eavesdropping Privacy/ Secrecy/Security CNN
Intruder Service attempt Disrupt network Authenticity / Integrity RNN/AE
Phishing End user False information Availability / Authentication DRL/RNN
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Fig. 5 — Recent DL methods

detection, real-time monitoring, and zero-day attack
detection.

One-Shot/Few-Shot Learning

One-shot learning uses existing data to complete
categorization problems. One-shot learning is
commonly used in the recognition of facial features,
particularly for verification & identification." Face
embedding constitutes a haze low-dimensional
description of features that facial recognition systems
learn. The Siamese network technique has found
application in one-shot learning. It now utilizes
contrastive and triplet loss functions to generate high-
quality face embeddings." Instead of relying solely
on previous training data, it leverages the category's
meta-description and connections. Deep one-shot
learning paradigms have tremendous potential for
identifying novel threats or intrusions. One-shot/few-
shot learning avoids the requirement to collect and
train models using a large dataset. Few-shot learning
makes use of a limited number of instances from fresh
data to teach itself a new task. When there is
msufficient information to create a believable model,
a few-shot learning approach at the data level is
effective. The data-level method leverages a large
base dataset for additional features and minimizes the
overfitting and underfitting functions.”  The
overfitting issue in few-shot learning must be solved
using parameter-level methods. These techniques
encompass regularization, appropriate loss functions,
and constraints within the parameter space. By doing
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so, the limited training samples can be effectively
generalized even with a smaller dataset.

Attention-Based DL

The attention-based DL strategy emphasizes the
importance of certain elements or parts within data
sequences.”’ They enable the model to extract
meaningful patterns and relationships from the input,
enhancing its performance in various tasks.”' Usually,
recurrent networks (such as LSTM, Bi-LSTM, and
others) are utilized in conjunction with such attention
processes.”” attention-based Deep Learning in
cybersecurity allows for a more precise and efficient
analysis of security data, helping organizations to
detect and respond to threats effectively while
minimizing false positives. It enables a deeper
understanding of complex patterns within data,
making it a valuable tool in the ongoing battle against
cyber threats.” The field of cybersecurity has
demonstrated the use of attention techniques
to achieve outstanding accuracy in intrusions
and threats.**

Geometric DL with Non-Euclidean Data

Non-Euclidean data is data in which the underlying
domain does not use Euclidean distance as a metric
between domain points. Geometric Deep Learning
(DL) with non-Euclidean data is a burgeoning field
with significant applications in cybersecurity. This
approach allows for the analysis and modeling of
complex data structures that do not adhere to
traditional Euclidean geometries, such as graphs,
networks, and irregularly shaped data.”® Combining
these applications with enlarged graph learning makes
a thorough grasp of diverse subjects. Graph neural
networks (GNNSs) are starting to be applied in the
context of cybersecurity.”® It enables the modeling
and analysis of complex data structures commonly
encountered in this domain, leading to more accurate
threat detection, anomaly identification, and enhanced
security measures.

Deep Learning in Cyber Security

Deep learning in cybersecurity enables networks to
learn from unstructured data and tackle complex
problems.” Deep learning-based defense systems
automate cyberattack detection.” The DL-based
cybersecurity systems’ key performance indicators are
speed detection. Deep learning offers several
significant advantages in the realm of network
security, making it a valuable tool for safeguarding
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digital assets and defending against cyber threats.* DL
results are more accurate and reliable for known and
unknown threats. It executes at a faster rate and
achieves appropriate results. This section discusses
the DL techniques for intrusion detection, malware
analysis, spam detection, fraud identification and
traffic analysis. The various deep learning
applications for cybersecurity are illustrated in Fig. 6.

Intrusion Detection System

An intrusion detection system, whether in the form
of hardware or software, is a vigilant entity that
closely observes networks or systems for any
breaches of established policies. The primary type of
this system is a Network Intrusion Detection System
(NIDS). NIDS manages and tracks network datagrams
at several locations for any suspected intrusions as
well as anomalies. It could be made up of equipment
(detectors) and software (consoles).”” The Host
Intrusion  Detection System (HIDS) monitors
activities in the host system. Despite being limited to
a single system, it is more capable than NIDS since it
can retrieve secret messages heading across the
various subnets.

A cloud intrusion detection system has an
exclusive layer for the cloud. The fog layer enables
demand-based authentication within an Application
Programming  Interface = (API), concurrently
establishing a connection between the existing system
and hyper-virtualization. In the assessment of network
traffic flow, detection systems utilize a variety of
detection techniques such as Knowledge-based,
activity-based, anomaly-based, and signature-based
methods. Knowledge-oriented detection entails
inspecting network data for patterns that fit known or
pre-existing fingerprints. This method of detection
looks at active attacks that exhibit specified
fingerprints, but it must be updated regularly to
accommodate evolving trends in attacks. In contrast,
activity-oriented detection entails analyzing network

Intrusion Detection
273

i Malware Analysis
System*"*

& Diagnosis?®?
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data to find patterns that differ from conventional or
benchmark behavior. When data traffic surpasses a
predefined threshold, this form of inspection
scrutinizes the data and applies analytical methods to
detect anomalies. Subsequently, it notifies the
administrator or supervisor about these deviations.
Anomaly-oriented detection would detect fresh
deviations, it requires significantly more computing
power in real-time. Furthermore, very minor
deviations from the starting point could activate a
warning signal, raising the likelihood of false positive
results. The signature-oriented analysis compares
known protocol characteristics to network congestion.
Using predetermined, vendor-supplied profiles, it
recognizes an unpredictable series of instructions on
the internet and application layer.”

Software Defined Networks (SDN)

It separates the system's centralized unit from the
network's nodes with a controller. Software-defined
networks monitor the overall network and have the
authority to thwart any incursions. Three models
employed in an SDN infrastructure are Naive Bayes
(NB), Nearest Centroid (NC), and Support Vector
Machine (SVM). Flow characteristics are generated
from network traffic traces and then supplied to the
classifier for prediction. The real-time network data
traffic acquisition and application categorization
capabilities of the SDN platform provide challenges.
One of the works in the literature ** used a model with
a unique softmax layer as the final layer. This layer
could classify normal and abnormal traffic flows. The
suggested model, once trained on the NSL-KDD
dataset, is capable of identifying intrusion activities.*
Subsequently, this model was subjected to reasonable
testing in conjunction with a federal SDN manager,
facilitating the analysis of arriving traffic.

The prediction was made by identifying abnormal
traffic due to spyware. The test results demonstrated
that their model used only six fundamental flow

DL for
Cybersecurity
234
Anti-Spam Identifying Fraud El'}'i:}f-ll"lt:d
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Fig. 6 — DL for cybersecurity
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variables. However, noticeable overfitting evidence
indicated that regularization procedures could
improve results. Due to the constraints faced by RNN,
the anticipated method falls short when dealing with
network link records that exhibit strong temporal
correlations. Consequently, the literature recommends
an intrusion detection system that integrates RNN by
autoencoder (AE) models. The work analyzed
existing vulnerabilities in SDN networks and
virtualization technologies. That could be used as part
of a botnet with network function virtualization and to
fight against DoS assaults in an SDN. Most
experiments achieved an Area Under the Curve
(AUC) of 0.988, which is a deep learning evaluation
statistic.”!

Deep Learning for IoT Privacy and Protection

The Internet of Things (IoT) comprises several
kinds of smart and sensing devices. IoT devices can
exchange, collect and send data between connected
networks. IoT communication networks could be an
infrastructure-less environment with minimal human
intervention.”>  According to the application
environment, IoT systems are self-configuring and
self-adapting. Ensuring top-level protection for IoT
systems with portable or wireless networks is a major
concern. This IoT systems deployment could face
new security issues. Although it is a centrally
administered device that anybody may access, loT
must take security measures against assaults like
botnets, malicious attacks, and DoS.*

Security Breach for IoT

e Heterogeneity- each IoT device has its own set of
Standards. All devices must function together
under the supervision of a centralized node. The
network's security will suffer as a result of this
variety.

o JoT devices are always low-power, low-energy
efficient, and small in size, allowing a large
amount of data to be transferred across the
internet and making it easy for hackers to get
access to the central system.

This study tries to give a comprehensive overview
of deep learning techniques to address security and
privacy issues in the IoT.** Deep learning for IoT
systems requires the usage of the domain-specific
dataset for effective training. The occurrence of
lopsided datasets and wunbalanced datasets may
negatively affect learning performance.”> The hybrid
deep learning approach could be utilized to boost
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effectiveness  without  considerably  increasing
execution time. Deep learning-based blockchain
technology may also be utilized to increase IoT
stability. Blockchain technology is a new way of
ensuring the safety and confidentiality of
decentralized records.

Malware Analysis and Diagnosis

Malware can infiltrate gadgets and networks and is
meant to cause harm to such devices and networks.
This harm may manifest its own code distinctly for
the end user or terminal according to which kind of
virus and its intent. Traditional malware solutions like
firewalls identify malware using a signature-based
detection method.*® When faced with complex threats,
firewalls perform less than they do when dealing with
simple ones. In contrast, DL procedures are more
flexible to complicated security issues because they
do not rely on the identification of pre-existing
fingerprints or conventional patterns of attack.
Complicated risks could be easily recognized by DL
methods. All sorts of odd behavior can be observed in
the system. The results of the analysis help in
identifying and reducing the potential hazard. Threats
can be identified more successfully by offering
extensive behavioral analysis and finding related
code, malevolent functionality, or infrastructure.

Artificially supervised sandbox software packages
are used to analyze dynamic malware. The analysis
entails observing how it operates and affects the host
system. Despite its high resource use, it is good
against viral concealment. The Sandbox can help
security teams to overcome advanced malware attacks
and boost their defenses.”” Sandbox investigates
discrete and unforeseen threats deeply and
supplements its findings with security intelligence.
However, hackers are aware of the conventional
protection schemes and the existence of sandboxes.
Because of this acquired knowledge, dynamic
malware analysis fails to protect the system. Static
analysis is also ineffective for detecting advanced
malware.”® Hybrid analysis is useful, especially for
detecting malicious code. It could be useful for
extracting many more Indications Of Compromise
(IOCs) and unknown code. Hybrid inspection aids in
the detection of unknown threats. It takes a long time
and needs a manual component in practice. These
tactics are problematic to implement with the increase
in the quantity, intricacy, and sophistication of the
virus. Deep learning-based systems are suggested to
overcome this problem. Scalability is addressed by
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numerous DL-based solutions that automate various
stages of malware detection and categorization
procedures.” It has been shown that DL-based
techniques have good accuracy rates and can
categorize malware more quickly than human
analysis.

Anti-Spam Recognition

The term "Spam" can also refer to "Simultaneously
Posted Advertisement Message communication". It is
unprompted information circulated in large numbers.
Spam is typically sent via email, although it can also
be distributed via text message, social media, or
phone calls. Spam mailings are frequently disguised
as legitimate marketing emails. However, spam can
occasionally be an erroneous or harmful plan. In the
instance of finding spam, a well-trained Deep
Learning model must be able to assess if the pattern
of words contained in an e-mail is more prevalent in
spam emails or those found in safe emails. Spam is
the most widespread cyber-attack and a big problem
for a wide range of online users. Deep Learning
techniques have recently been utilized to build spam
prevention filtration systems, and their effectiveness
has been shown.

Spam in Emails & Websites

Email spam is the unwanted sending of email
communications. Spam emails overload the inbox and
divert the focus away from the emails we truly want
to read. Deep learning models were suggested in the
work to address emails that contain visuals and spam
content.” The suggested architectures generated an
output class by combining text and image classifiers
to determine if it is spam or not. The initial design
incorporated feature fusion, but the enhanced version
leveraged constraints across both classification
algorithms, achieving a remarkable 98.11% accuracy
rate through the utilization of probabilistic classes.
However, the limited dataset size, comprising only
1500 photos, posed a challenge of overfitting. This
research identified spam hosts with 95.25% accuracy
using the WEBSPAM-UK2007 dataset.* In the
literature, a particular deep learning-based model was
proposed for screening internet data and recognizing
spam. The model consists of three layers, each with
its specific role.* The model was in response to
spotting internet spam, with the spam detector built
using the LSTM and CNN models. Layers were
responsible for the successful digital data retention in
a remote cloud environment.
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Anti-Spam on Social Media Sites

Social Media Sites, which grant clients to broadcast
messages and discuss ideas globally, have gained in
popularity. Hackers tend to be fast to grab abuzz with all
the interest on social media platforms, flooding their
spam via chatbots as well as dodgy profiles. The study
employed a deep-learning approach to detect spam in
Twitter tweets.” On many tests, the proposed model
outperformed traditional classifiers with a success rate of
over ninety percent. The authors proposed a multiple-
phase anti-spam analyzer for cellular social media
platforms using deep learning techniques.** The authors
developed a top-computing framework with an accuracy
of 88.62%, through which initial observation was
performed on a portable device and the outcomes were
then uploaded to an online server for extra processing.
Researchers delved into the realm of IoT-based social
media  applications,  specifically  focusing on
spam-related concerns in the literature.® They
introduced Co-Spam, a spammer detection solution
designed for use in Internet of Things applications. The
results of their investigation demonstrated that
Co-Spam achieved a commendable level of accuracy,
albeit it required the incorporation of multiple hyper-
parameters and a meticulously fine-tuned set of features.

Identifying Fraud

A series of actions are conducted in the name of
fraud detection to stop the theft of financial
resources or other valuables. The identification of
fraud refers to the methods and information analytics
that enable firms to detect as well as avoid illegal
monetary transactions. This encompasses activities
such as fraudulent credit card operations, personality
theft, cyber hewing, insurance coverage scams, and
related illicit actions.”® Such types of crimes cause
significant financial losses for people, companies,
and the government. To combat criminals by
adapting to their tactics, detection techniques are always
being improved. These methods often employ
information mining techniques, facts, and algorithmic
learning. Offenders do not need to physically hold
the card or pretend to be the cardholder to use it; they
only require the data associated with the card. One of
the studies discussed in the paper intended a
structural-secular attention-oriented graph network
using a real-world dataset of card transactions from a
commercial bank.” Identity fraud is being stopped
with the aid of deep learning to inspect the threats
in milliseconds. The following issues should be
covered by DL-driven fraud detection models.
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e Provide trustworthy scores to fraud detection
specialists for use in digital transactions.

e Give the detailed information needed for user
identification, recognizing the fraud and identity
proving.

e More real-time anomalies in authenticity-based
behaviour are discovered.

e Should lessen clients' resistance when on
boarding, reducing false positives.

Examination of Encrypted Communications/Traffic

Encrypted traffic inspection allows for the
identification and detection of abnormal activity
concealed in encrypted traffic.'' It analyses the
encrypted traffic before decryption using an
amalgamation of algorithmic learning, and cognitive
analytics. From ransomware to HTTPS, attackers
have adapted cryptography techniques in their
assaults to protect connections with compromised
devices and evade discovery. It is expected to set the
goal of detecting potential vulnerabilities as well as
managing and safeguarding assets.”

The new applications employ renowned transport
layer's port ID to conceal their connections or bypass
standard enrollment Socket ID with good accuracy.
The Deep Packet Inspection (DPI), concentrates on
payloads for traffic classification. However, this
method works with unencrypted traffic and is
computationally expensive. As a result, new
techniques emerged that rely on statistical or time-
series aspects and can manage both encrypted and
unencrypted traffic. It classifies encrypted traffic,
detects encrypted malware, and inspects SSL/TLS
traffic for threats while preserving privacy.
Fingerprinting is based on interpersonal likes and
dislikes. A fingerprint can be made by using any of
the user's settings, for example, the display, the
installed typefaces, along a browser's settings.
Website fingerprinting refers to the practice of tracing
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internet congestion from websites using software such

as The Onion Router (TOR). A few works
investigated the  effectiveness of  webpage
fingerprinting with DL filters. The authors

demonstrated that stacked denoising AEs can
successfully identify webpages exploiting merely the
path (inbound or outbound) and integrate-arrival
durations of TOR packets.*” The work projected in the
literature was an automated website fingerprinting
model that uses TOR datagrams and has a 95.3
success rate which is more accurate than the state-of-
the-art assault.*®

Ransomware Case Study

Ransomware attacks have become a significant
cybersecurity threat, causing substantial financial
losses and data breaches. Creating a DL model
specifically for detecting ransomware cyberattacks
involves training a neural network to recognize
patterns and behaviors associated with ransomware
activities. A suitable DL architecture must be chosen
for this task and the steps involved are given in
Table 3. It may be efficient to use CNN, RNN, or
both. Additionally, users can test with more
sophisticated topologies like LSTM networks.
Expertise in DL and cybersecurity, as well as a
dedication to moral and legal compliance, are
required for creating and maintaining an efficient DL
model for ransomware detection.

This case study delves into the world of
ransomware, exploring the nature of these attacks,
their impact on organizations, and effective mitigation
strategies. =~ When the Darkside ransomware
organization targeted one of the significant petroleum
pipelines in the United States in May 2021, it resulted
in the Colonial Pipeline ransomware assault. Due to
the attack's considerable damage to the Atlantic
Coast's gasoline supply, several states experienced
fuel shortages and panic buying. Analyzing real-

Table 3 — DL approaches for ransomware

S.No Flow process Methods

Data collection
Data preprocessing
Model selection
Feature extraction
Model training
Anomaly detection
Real-time monitoring
Alerting and response
Model updates

0 Evaluation and testing

— O 0 3 AN LN bW~

Collect Network traffic or logs with both normal and ransomware-related, labeled accordingly.

Clean and preprocess the data, extracting relevant features if needed

Choose an appropriate deep learning architecture (e.g., RNN, CNN, LSTM) for the task

Convert data into a suitable format for deep learning, using embeddings or other techniques

Train your model on the dataset, adjusting hyperparameters and addressing overfitting

Do real-time monitoring to detect anomalies in network traffic or logs ( may ransomware)

Use streaming data processing frameworks for efficient real-time monitoring

Develop mechanisms to respond to ransomware detection, and initiating incident response procedures
Continuously update and fine-tune the model to adapt to evolving ransomware threats

Regularly assess the model's performance, ensuring it detects ransomware while minimizing false positives
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world incidents, this case study intends to offer
valuable insights for businesses and individuals to
enhance their defenses against the increasing threat of
ransomware attacks. Essentially, the aim of this case
study is to educate readers about the anatomy of
ransomware attacks, their severe consequences, and
practical strategies for prevention and recovery. The
author's works in the literature make it possible to
identify a known ransomware sample by achieving an
impressive accuracy rate of 99.3%.“” The suggested
DL model with LSTN detected ransomware and
achieved the best performance at a 99.8%
accuracy rate.”

Conclusions

All the possible cyberattacks in the networks and
essential topics in the cybersecurity field are studied.
Deep Learning is becoming more and more
significant in the field of cybersecurity. Almost all the
fundamental DL models and the vital resources that
include a standardized structure and data sources are
covered. This paper comprehensively discusses and
reviews all relevant research on the applications of
DL in cybersecurity. This paper will be a reference
for investigators, programmers, and safety
professionals interested in using algorithms driven
by DL to address cyberspace security. This study
focuses on the analysis of ransomware cyberattacks
and their mitigation through the application of DL
strategies. Lastly, there is a need to be cautious about
a potential trap. Even though DL has enormous
promise, it is not to be employed in all scenarios. It
needs to be applied to problems that involve huge
volumes of data with significant multiple properties.
Future research should pay more attention to DL
designs that have been adapted to portable networks
and can overcome the shortcomings of traditional
approaches.
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