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For Vehicular Ad Hoc Networks (VANETSs) to be secure and private, it is essential to identify hostile activity.
The problem of detecting black hole attacks, which seriously jeopardize the Dynamic Source Routing (DSR) protocol, is
discussed in this study. While effective for static data, traditional machine learning-based approaches find it difficult to
adjust to the constant stream of real-time data in VANETs. We use incremental classifiers, which can analyze data
dynamically for prompt attack detection, to get around this issue. In particular, we assess how well Adaptive Random Forest
(ARF) and K-Nearest Neighbours (KNN) identify black hole attacks. In order to capture important characteristics that define
black hole behaviour, the data used for attack detection is simulated under controlled conditions. Key performance
parameters, such as accuracy, precision, recall, F1-score, and training/testing timeframes, are used to evaluate the classifiers.
Despite requiring longer training and testing durations, the results reveal that ARF performs better than KNN across all
criteria, indicating greater detection capabilities for black hole attacks. The results emphasize the usefulness of ARF for
enhancing security in dynamic network environments and demonstrate the potential of incremental online learning
techniques for continuous and real-time threat detection in VANETSs. This study suggests a scalable approach for real-time
cyber security in automotive networks and provides fresh insights into improving threat detection techniques.
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Introduction

Vehicular Ad Hoc Networks (VANETSs) are a
subset of Mobile Ad Hoc Networks (MANETS) that
are designed to allow communication between
vehicles that are equipped with advanced
communication devices and integrated features.'
VANETS are of paramount importance for enhancing
traffic efficiency, road safety and infotainment
services. VANETs enable vehicles to communicate
with each other and with infrastructure to reduce
accidents, optimize traffic flow and provide drivers
with real-time data. VANETs, however, are
susceptible to a wide range of security threats as any
other communication system, and attacks such as
Denial of Service (DoS), black hole and wormhole
attacks are particularly dangerous to the functionality
and privacy of the network.

Machine Learning (ML) has become a prominent
technique for detecting these attacks in VANETS, due
to its ability to analyze massive datasets and identify
patterns that indicate malicious actions. Several
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studies have proposed attack detection solutions for
VANETs using machine learning. These studies
emphasize the effectiveness of Support Vector
Machines (SVM), K-Nearest Neighbors (KNN), and
Random Forest (RF) algorithms in detecting and
mitigating threats.” However, these methods face a lot
of challenges in the dynamic environment of
VANETSs, where the network topology is always
changing and attack patterns are changing with time.
Models trained on fixed datasets are often unable to
adapt to new and emerging threats, leading to reduced
accuracy and effectiveness in real-world applications.
This limitation indicates the need for more flexible
solutions able to learn continuously and update their
models in real time as new data become available.
Incremental online learning algorithms can tackle this
problem, enabling the model to learn from data in an
incremental way and to adapt to new patterns without
retraining on large datasets. The algorithms offer the
scalability and flexibility needed for ongoing
monitoring and attack detection in VANETS, allowing
for prompt and accurate reactions to emerging threats.
The main objective of this work is to investigate
the application of incremental online learning
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algorithms for attack detection in VANETsS, especially
black hole attacks, which are one of the most severe
threats to the Dynamic Source Routing (DSR)
protocol. A black hole attack is an attack where a
malicious node falsely claims to be the optimal path
and intercepts and drops data packets. This results in
severe data loss and network inefficiency. This attack
can disrupt communication and degrade network
performance, and the widely adopted DSR protocol in
VANETs is highly vulnerable to it.

To address this challenge, the study employs a
methodology based on realistic VANET scenarios
simulated with the Network Simulator 3 (NS-3) and
Simulation of Urban Mobility (SUMO) simulators.
The data collected from these simulations includes
important features related to black hole attack
detection such as the number of dropped packets,
throughput and node behaviour patterns. The two
classifiers, K-Nearest Neighbours (KNN) and
Adaptive Random Forest (ARF), are evaluated over
time on their performance using the key metrics, such
as precision, accuracy, F1-score, and recall. The study
also compares the computational complexities of both
classifiers by examining their training and testing
times to evaluate their suitability for real-time
applications.

By concentrating on incremental learning
techniques for attack detection in VANETS, especially
in real-time scenarios, this work will close a gap in
the existing literature. Machine learning methods have
been applied to VANET security in earlier research.
The majority of them have concentrated on offline
learning or static datasets, which ignore the dynamic
nature of attacks. In order to detect black hole attacks
in dynamic VANET environments, the suggested
study offers a scalable and effective method by
examining continuous learning approaches that can
manage real-time data streams.

A major subfield of Artificial Intelligence (Al),
machine learning has drawn a lot of interest due to its
potential for a variety of real-world uses, including
speech recognition, image processing, autonomous
cars, fraud detection, and attack detection.’ In the
context of VANETs, a variety of ML-based
techniques have been put forth to address security
issues, especially in attack detection.’ These
initiatives demonstrate how ML is becoming more
and more crucial to preserving communication
integrity in VANETs.

A number of studies suggested novel approaches to
VANET attack detection. One intriguing study

highlights the need to distinguish between congestion
and deliberate jamming events and suggests a
unique technique to detect blocking in wireless
vehicle networks.” By examining safety messages and
locating rogue nodes, another study® seeks to discover
fake location information in VANETSs. Additionally,
research utilizing algorithms like Support Vector
Machines (SVM) and K-Nearest Neighbours (KNN)
for attack categorization has shown the value of
applying ML approaches to misbehaviour detection in
VANETs.”*

However, despite the fact that these studies are
quite effective at identifying specific kinds of attacks,
they are not well suited to the rapidly evolving
VANETSs, which produce big-data environments for
the detection of new attacks. Using Random Forest
(RF) for high accuracy detection, some work has been
done on multi-classification of attacks.”"® Although
hybrid models of deep learning'*"” and machine
learning and optimization'® have been proposed for
enhanced intrusion detection systems, their static
techniques make them unsuitable for real-time
dynamic attacks. Additionally, while some research
has addressed machine learning for specific attacks,
such as position falsification and multiple attacks,'” '
they fall short of the necessary adaptive learning
systems.

Real-time incremental machine learning models for
VANETS that adjust to data and threats as they enter
systems and environments are lacking in the current
research. In the presence of dynamic situations, many
approaches struggle and fail with scalability and
performance, particularly for black hole attacks.
Black hole assaults are detrimental, particularly to the
DSR routing protocol. This research concentrates on
using incremental learning to detect black hole
assaults in VANETSs in real time. With an emphasis
on K-Nearest Neighbours (KNN) and Adaptive
Random Forest (ARF) techniques, the study provides
a unique method for identifying data streams in order
to enhance detection and reaction times in a dynamic
and time-critical setting. To provide an effective way
to safeguard VANETs, the methods discussed
concentrate on incremental data streams and real-time
black hole attack patterns.

VANET security research has recently been more
focused on adaptive and online learning based
intrusion detection techniques to handle the dynamic
nature of vehicular environments. Federated Learning
(FL) based intrusion detection frameworks offer
improved privacy preservation and scalability by
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enabling distributed model training without the need
to share raw vehicular data. Likewise, adaptive fusion
and ensemble learning models have demonstrated
improved detection capability against evolving cyber
threats through collaborative and real-time learning
mechanisms. These approaches emphasize
adaptability and robustness but generally impose
additional communication and computational load on
highly mobile VANET scenarios.

The proposed D-MNR (Dynamic Malevolent Node
Recognition) framework employs incremental online
learning algorithms, particularly Adaptive Random
Forest (ARF), for efficient detection of black hole
attacks in DSR-based vehicular communications as
compared to recent approaches. Compared with
traditional batch learning methods, the proposed
model is more suitable for real-time intrusion
detection as it adapts to incoming network data in an
online manner. Experimental results show that ARF
has better accuracy, precision, recall and Fl-score
than KNN and can adapt to a dynamic network
environment. Furthermore, recent studies have
investigated hybrid deep learning, federated learning,
and ensemble-based intrusion detection frameworks
for VANET security, indicating future opportunities
to improve the presented model through distributed
and hybrid learning strategies.”**

Objectives of This Research

1. To study incremental online learning algorithms
to detect attacks in VANETs at the time of
occurrence.

2. To obtain the classification efficiency of the
KNN and ARF classifiers against black hole
attacks from a practical simulation-generated
dataset.

3. To assess the performance of these classifiers
based on precision, accuracy, Fl-score and
recall.

4.  To compare the computational complexities of
the KNN and ARF models in relation to their
training and testing times, and their suitability
for real-time applications.

Through the study of the restrictions of
conventional machine learning approaches in
vehicular ad hoc networks and the usage of
incremental online learning, this study opens up new
ways of securing vehicular networks against attacks.
Such developments with practical application would
ensure better resilience of networks and a higher
attack detection rate.

Methodology

To initiate this section, the calculations of the
produced method for attack detection are first
introduced, which is further followed by incremental
online machine learning. The data collection process
is described in detail, including experimental designs,
the environment used for the simulation and the
features selected for measurement. The use of
incremental online methods is discussed in detail,
along with the tools and frameworks.

Incremental Online Learning

There has been an increased focus on incremental
online learning recently, particularly in the situation
of learning from streams of data, where information
keeps coming in. Applications such as the Internet of
Things, attack detection, spam filtering, and time
series forecasting make this clear.

Conventional machine learning techniques usually
require significant historical data collection, where the
model is trained on a specified set of data and
subsequently tested or validated on a test set. This is
an effective method where all the data is available
ahead of time to train the model on a large fixed
dataset. Unlike these algorithms that utilize fixed data
sets, the methods discussed here develop dynamic
models that are trained continuously, rather than
operating on a fixed dataset that is processed all at a
time. Consider S the set of all data having examples
represented by Eq. (1):

(—»ni,mi),k=1,2,3,...,x,... (l)

where, x represents a timestamp, —n; is a feature
vector of S and my is the corresponding target.

The aim is to continually acquire knowledge from
incoming data and consistently update the model. The
fundamental distinction between online learning and
traditional learning lies in the way data is accessible.
In traditional learning, the data remains stationary and
is entirely available, whereas online learning
processes data instances sequentially over time.
Incremental online learning embodies various key
characteristics. It enables the utilization of data as it
becomes available, ensuring consistently up-to-date
models rather than processing the entire dataset at
once. This attribute proves particularly advantageous
in active applications like VANETSs, where statistics
are created in a flooding manner. The necessity to
develop minor additions of information for learning
distinguishes incremental online learning from old-
style ML techniques, which demand significant
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computing, especially when handling extensive
datasets. The capability to handle streaming data in
real time renders incremental online learning highly
advantageous in research areas where data generation
is continuous and necessitates real-time analysis.
The adaptability of incremental online learning allows
it to adjust to changing data patterns over time.

Suggested Approach

The fundamental concept of the proposed method
turns on applying real-time data from monitoring
VANET node behaviour and employing incremental
online learning algorithms to train an online
model. The updated model generated through this
incremental  progression is applied for the
organization of nodes as either normal or malicious.
This module engages in the online classification of
unlabelled data, utilizing the continually updated and
trained model to classify incoming data in real time.
The online sorting enables the detection of attacks by
categorizing patterns indicative of malicious activity.
If the pattern aligns as a known one, an alarm is
generated. The projected way, as shown in Fig. 1, for
detecting the attack contains a group phase of data
exploiting a system designed to observe behavioural
parameters and metrics within each node. This
incorporates seizing the most pertinent features to
discriminate between black hole nodes and normal
nodes in the network.

Primary Steps of the Method Proposed
Preliminary Training

An original model is trained on primary data to
establish a base before attracting learning. This model
serves as the preliminary stage for the ongoing
incremental learning process.

Data to be trained

v

Preprocess the data

Data to be trained
Preprocess the data

Train the data Update the model

I
Yes ‘ \
—»| Safe
Is the data
matching

No
e Attack

Fig. 1 — Proposed method

Training the Model

The model is updated incrementally by meeting out
each instance that is newly accessible at present. This
incremental learning procedure occurs continuously
each time original data becomes accessible. Instead of
training the model from scratch on the entire dataset,
it is refined using new data. The reorganized model is
then employed for node classification as either
malicious or normal.

Detection of Attack

The real-time classification enables the timely
detection of attacks by recognizing patterns indicative
of malicious behaviour. If the identified pattern
corresponds to a known attack, an alarm is activated.

Recording various metrics by collecting the data
are the stages involved to notice the attacks.
Subsequent subsections provide technical details on
data collection and preprocessing, covering aspects
such as the network simulation environment and the
selection of pertinent features for attack detection by
collecting data at the location.

In the initial scenario, 70 vehicles are engaged,
forming 20 random source-to-destination pairs that
generate a bitrate with packets of secure size. The
routing of packets is facilitated by the DSR protocol,
assuming all nodes to be legitimate vehicles. Notably,
this simulation does not incorporate any black hole
nodes.

In the subsequent simulated scenario, the DSR
routing protocol is implemented, introducing black
hole attacks. The DSR protocol, as shown in Fig. 2, is
a widely used routing protocol in wireless ad hoc
networks. It belongs to the category of on-demand,
reactive routing protocols, which means that routes
are only determined when needed for communication.
DSR is specifically designed for multi-hop wireless
ad hoc networks, where nodes communicate with
each other without the need for a fixed infrastructure.

Fig. 2 — DSR protocol
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Key Features of the DSR Protocol
On-Demand Routing

DSR operates on a reactive basis, establishing
routes only when there is an actual need for
communication. This helps in reducing the overhead
associated with maintaining routing information for
all possible destinations in the network.

Source Routing

One distinctive feature of DSR is its use of source
routing. In source routing, the complete route from
the source node to the destination node is included in
the packet header. Each intermediate node along the
route forwards the packet based on the information
contained in the header.

Route Discovery

When a node needs to communicate with a
destination for which it does not have a route, it
initiates a route discovery process. During this
process, the source node broadcasts a Route Request
(RREQ) packet that traverses the network seeking the
destination. Nodes receiving the RREQ may reply
with a Route Reply (RREP) packet if they have a
route to the destination, or forward the RREQ further.

Caching of Routes

DSR supports route caching, where intermediate
nodes can store discovered routes for future use. This
helps in reducing the latency and overhead associated
with repeated route discoveries for the same
destination.

Loop Detection

The protocol incorporates mechanisms to prevent
and detect routing loops. Each node maintains a list of
recently visited nodes to avoid revisiting the same
nodes during route discovery.

Flexibility

DSR is known for its flexibility, making it suitable
for various ad hoc network scenarios. It can adapt to
changes in network topology and is resilient to node
mobility.

Although DSR has the benefits of low overhead
and high flexibility in adapting to a dynamic network,
it also has some drawbacks, such as high overhead in
large networks and susceptibility to route discovery
storms. There are still many ways to enhance and
modify the DSR protocol to overcome these issues
and optimize it for various situations. In this case, 1-4
nodes are specifically chosen to be assailants, and are
built at different times to perform black hole attacks.

All other nodes are trusted and communicate with
other vehicles in the network in a valid manner.
A monitoring system is designed to collect the
parameters of the vehicles’ behaviour and various
metrics in every vehicle node during the simulation,
both in normal and in black hole attack situations.
This is a full data collection to gather relevant data
that is important for separating out black hole and
normal nodes. Following this, a brief description is
given about the characteristics of the DSR protocol
and its vulnerability to black hole attacks. Thus, the
malicious node fools the source into believing that
route discovery has finished. While recording
different behavioural parameters and metrics, the
following parameters are important.

Behavioural Parameters Recorded
Analysis of Behavior in Routing

This comprises chasing complete routing control
packets in DSR and nursing specific packets like RRP
(Route Reply), RRQ (Route Request), and RER
(Route Error). These parameters contribute to attack
detection and are abridged in the features CRRP,
CRRQ, CT packets and CRER.

Analysis of Traffic

This entails monitoring traffic features and keeping
a record of the number of bytes communicated by
each node.

Monitoring Dropping Proportion

Perceiving the packet dropping rate aids in
identifying nodes that drop selectively or abandon
arriving packets, indicative of malicious behaviour.

Monitoring Throughput

The black hole attack classically results in a
significant drop in data, affecting throughput. Thus,
monitoring throughput is crucial for detection
purposes.

In this research, data normalization to standardize
features is utilised and scaling is done to a range
typically between +1 and —1 or 0 and +1. This
normalization facilitates easier comparison and
evaluation of the data. For this, z-score normalization is
applied to alter the original data m; to m’ using Eq. (2):
m'=(m—p)/oc ...
where, ¢ is the variance and p is the mean of the
original data.

In this investigation,
classifiers are opted for,
Neighbors and Adaptive Random Forest.

two incremental online
specifically K-Nearest
The
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selection of these algorithms is grounded in their
widespread use in the field of online classification and
their ready availability in the scikit-multiflow Python
framework.

Adaptive Random Forest

ARF represents a tailored iteration designed to
handle streams of data. This algorithm incorporates
crucial prolonged techniques that alter the training
and sampling methods of trees to better adapt to
streaming data. This results in a diverse ensemble of
trees. Adaptive resampling is an additional technique
employed to accommodate variations in the stream by
adjusting the instance weights based on their time of
arrival.  Essentially, more recent instances are
assigned higher weights, facilitating the classifier’s
adaptation to concept drift over time.

K-Nearest Neighbours

KNN is a popular machine learning classification
approach that relies on the distance between variables.
In online classification, the algorithm uses labeled
cases stored in memory to categorize newly arriving
examples based on their proximity in the feature
space. The algorithm uses a distance metric —
typically the Euclidean distance — to calculate the
distance in the data stream for the incoming data. The
K nearest neighbours of m in S are then calculated
based on their range. Based on the majority of its K
nearest neighbours, the class label of m is assigned.
The number of nearest neighbors to reflect for
classification in KNN is determined by the hyper
parameter K. The system can adjust its categorization
decisions by informing the collection of labelled
instances when new cases are acknowledged.

The proposed Adaptive Random Forest model is
better than traditional machine learning algorithms
such as Support Vector Machine (SVM), Decision
Tree (DT), Naive Bayes (NB) and K-Nearest
Neighbors (KNN) for detecting black hole attacks in
VANET environments. ARF was able to boost the
accuracy, precision, recall and Fl-score due to its
ensemble-based adaptive learning ability. Unlike
static classifiers, ARF efficiently handled dynamic
attack patterns in real-time vehicular communications
and continuous data streams. KNN has a reasonable
detection capability but a comparatively lower
performance in scalability and adaptability. Thus, the
proposed ARF-based incremental learning approach
provides a more robust and efficient solution for real-
time VANET intrusion detection.

Algorithm for KNN Model

Initialize KNN Model

Input: number of adjacent neighbours L, memory H
Output: KNN Model object

Initialize Model Parameters

Input: KNN Model object, L, H

Output: initialized KNN Model with parameters L and H
Calculate Euclidean Distance

Input: two instances instancel and instance2

Output: Euclidean distance between the two instances
Classify Instance

Input: KNN Model object, new instance new_instance
Output: projected label for the new instance

Input: KNN Model object, new instance new_instance
Output: updated KNN Model with the new instance
added to the memory

Process Data Stream

Input: KNN Model object, data stream data_stream
Output: KNN Model with updated predicted labels
Example Usage

Input: L, H, data_stream

Output: predicted labels for instances in the data
stream

Algorithm:

Set the parameters L and H.

Initialize the KNN model.

Process the data stream.

Retrieve the predicted labels.

Display the results.

The model undergoes training on the data, and the
performance is subsequently assessed on the test set
to gauge its effectiveness on unseen data. Conversely,
prequential assessment offers a more contemporary
and alternative method for evaluating models applied
to data continuously generated over time. In the
prequential assessment, also known as test-then-train
assessment, the fundamental concept is to initially test
the model with new data instances and then train it.
The experiments were conducted in a Linux-based
Ubuntu environment, utilizing NS-3 as the network
simulator and SUMO as the mobility simulator. The
routing protocol employed was DSR, with the
MAC/PHY layer configured as IEEE 802.11p Wi-Fi
channel. The transmission power was set at 34 dBm,
employing the User Datagram Protocol (UDP) as the
transport protocol, generating Constant Bit Rate
(CBR) traffic with a size of 128 bytes. The simulation
involved 70 vehicles, running for a runtime of 370 s.
The procedure of prequential assessment encompasses
the subsequent phases, as shown in Fig. 3.
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Initialize

Empty list
Initial counter for correct predictions
Initial counter for total predictions

v
[ Pretrain the model }7

v
For i in range(pretrain-size)
Get the next sample (m, n) from L
Arf*partial-fit (m, n)
!

Repeat For
max no. of samples

v
Predict the label using model-predict(m)
Arf*partial-fit (m, n)
TPred = ++TPred

.
Arf*partial-fit (m, n)
If n == prediction:
Increment CorPred by 1
If TP% T ==

v
Calculate accuracy Append accuracy
Reset CorPred to 0

Fig. 3 — Flow chart for testing

Flowchart for Testing

Accuracy is considered as the ratio of true positives
and true negatives to the total number of instances.
Precision is calculated by dividing true positives by
the sum of true positives and false positives. Recall is
computed by dividing true positives by the sum of
true positives and false negatives. Lastly, the F1-score
is expressed as the harmonic mean of precision and
recall, providing a balanced measure of a model’s
performance.

Experiments were performed in Jupyter and Python
using the Matplotlib, NumPy and pandas libraries.
Use of incremental online algorithms required the use
of scikit-multiflow, a Python package that provides a
variety of algorithms, tools and evaluation metrics for
dealing with real-time data streams. The accuracy
presented in the results indicates that both the KNN
and ARF classifiers have accuracy of over 86% for
different values of pretrain size. Specifically, the ARF
classifier consistently achieves a higher level of
correctness at advanced levels, achieving accuracy of
96% at the optimal ARF parameter values for the
pretrain set size. Furthermore, it has been observed
that both classifiers have higher accuracy as the
pretrain size increases. More specifically, as depicted
in Fig. 4, in terms of accuracy, ARF results are in the
range of 95.63% to 93.92%, which shows a minor
enhancement. However, when the pretrain size
increases from 1000 to 1600, the accuracy of KNN

o Adaptive Random Forest (ARF)
96%  mK-Nearest Neighbors (KNN)

94%
92%

90%

88%
86%
84% 1 2 3 4

Pretraining size

Attainment

Fig. 4 — Average accuracy comparison between KNN and ARF

increases from 85.66% to 88.52%. The experimental
results show that ARF successfully indicates
commendable correctness with small sizes of
pretraining data, while the KNN classifier shows
better correctness at larger values of data size. The
difference may be explained by the nature of ARF
being based on ensemble learning. This feature lets
ARF perform effectively with a small number of
pretrained samples. The opposite is true of K-Nearest
Neighbors, which works better as the size of the
training data grows large. With these observations, a
pretrain size of 1600 is chosen for the evaluation of
the classifiers in the rest of this work.

Findings and Discourse

This section begins by examining the accuracy of
the classifiers across different values, representing the
count of samples utilized to train the model before
initiating  the  prequential learning  process.
Subsequently, a comprehensive comparison of the
classifiers is conducted based on various performance
metrics, including precision, accuracy, Fl-score and
recall. Visual representations, in the form of plots,
depict the temporal evolution of performance metrics
for both classifiers. Additionally, an assessment and
comparison of the running time for both classifiers are
presented. The dataset used for estimation comprises
8 features and 2 classes, with 4582 samples labelled
Normal and 4780 labelled black hole. The
representation of performance metrics involves
plotting both mean and current values for each metric.

The accuracy for the KNN and ARF algorithms is
illustrated Fig. 4. Notably, ARF consistently
outperforms KNN in accuracy during the evaluation
period, exhibiting a mean accuracy fluctuating from
95% to 97%, while KNN shows a comparatively
lower accuracy between 84% and 89%. Moreover, the
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plots for mean accuracy in both KNN and ARF
remain steady over the assessment period, aligning
with expectations as mean accuracy provides an
averaged measure of overall classifier performance
across multiple test periods. This stability suggests
that consistent accuracy over time is attained by both
classifiers. Examining the plots of current accuracy
reveals that ARF ranges from 92% to 97%, surpassing
KNN, whose real-time accuracy fluctuates between
83% and 91%. In summary, the plots of current values
display more variability compared to those of mean
values, as the current accuracy reproduces the most
recent test period’s performance.

The variation of recall over time is presented in
Fig. 5, monitoring both current and mean metrics.
ARF results are consistently better than those of
KNN, indicating the better detection capability of
ARF for malicious nodes.

The corresponding comparison for precision is
presented in Fig. 6. ARF again achieves better
precision than KNN throughout the evaluation period,
confirming that the ensemble-based incremental
model produces fewer false alarms.

o8  ™Mean recall (ARF)

9

w

8

[e¢)

8

w

Recall value

7

[e)

m Mean recall (KNN)

The overall performance comparison of the two
classifiers is summarized in Fig. 7, which confirms
that ARF 1is consistently superior to KNN across the
monitored metrics.

As shown in Fig. 8, the experiments show that
ARF performs better than KNN in recall, accuracy,
precision and Fl-score in this scenario of the study.
Each classifier is unique in these respects, and the
above conclusions may be attributed to that. ARF is
based on the ensemble approach and has an ensemble
of decision trees to improve predictive accuracy. By
removing the need for an online bagging mechanism,
ARF is able to make more accurate predictions and
deal with data imbalance better. KNN, on the other
hand, uses distance measurements and estimates
based on the majority of the K nearest neighbors.

The comparison between the mean and current data
for KNN and ARF is shown in Fig. 9. The next
analysis is the evaluation of the training and testing
time of the KNN and ARF algorithms.

The examination shows that the average training
and testing time of ARF is 58.43 s, whereas the
training and testing time of KNN is 51.52 s, as shown

m Real recall (KNN)  m Real recall (ARF)

& 100 200 300 400 500 600 700
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Fig. 5 — Recall value comparison for different techniques

Mean Pre (ARF) =™ Mean Pre (KNN)

100

[<e]
(8]

9

o

8

;]

8|

o

Precision value

7

[&;]

7

o

m Real Pre (KNN)

mReal Pre (ARF)

100 200 300 400 500 600 700 800 900 1000 1100 1200 1300 1400 1500 1600
Time (Sec)

Fig. 6 — Precision comparison between KNN and ARF
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in Fig. 10. The differences in time requirements of
these two algorithms can be attributed to the nature
of the algorithms themselves. The techniques used by

KNN are relatively simple, and rely on the
identification of the K nearest neighbours and
conveying the most prevalent class as the label for
new data. On the other hand, ARF is a set of decision
trees that merges decisions from various trees, and

975 Adaptive Random Forest (ARF)
! ® KNN Classifier

c

)

= 8.
83.5
81.5
79.5

Accuracy Precision
Performance parameters

Fig. 7 — Performance comparison between KNN and ARF

97.5 ®MeanF1(ARF) = Mean F1 (KNN)

then uses the outcome of all the trees to create the
final result. Hence, the training and testing time of
ARF could be longer than that of KNN due to the
ensemble nature of ARF.

Benchmarking Attack Detection: A Comparative Analysis
with Leading ML Approaches

Previous studies have used SVM and Logistic
Regression based continuous learning approaches for
binary classification using VeReMi as the real-time
dataset. Python tools are wused for evaluating
performance metrics like Fl-score. A third, hybrid
approach uses decision tree, Naive Bayes and
Random Forest techniques with a posterior finding,
based on corsets, using the CICIDS2017 dataset, and
tests the accuracy using Python tools.'” Classification
using ML methods (RF and KNN) is performed on
the VeReMi dataset, and accuracy is used to assess
their performance. In this work, classification is done
using KNN and ARF classifiers on data generated
employing SUMO, NS-3 and Python. The
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Fig. 8 — Fl-score comparison between KNN and ARF for both mean and current data

100 wMeanF1(ARF)  m Mean F1 (KNN)

9

(3]

9

o

8

[3,]

F1 score

8l

o

7

[¢)]

900 1000 110

Real F1 (KNN)

160!

B Real F (ARF)

1300 1400 1500

No of Samples

Fig. 9 — Comparison between KNN and ARF for both mean and current data
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performance metrics include precision, recall, F1-
score, and testing and training time. The study is then
extended to analyze False Positive Rate (FPR), True
Positive Rate (TPR) and Accuracy (ACC) metrics and
study the performance of the KNN and ARF
classifiers in a real-time scenario. An important
benefit of our method is its ability to track the
behaviour of nodes in the network in real time, which
helps identify potential threats and take appropriate
action in time. In addition, we build up our own
dataset for attack detection, which includes important
features for the detection of a black hole attack in
VANETs. The simulation adopted guarantees a
homogeneous VANET simulation using realistic
mobility models, which are generated from a realistic
map built with widely used mobility modelling tools
like NS-3 and SUMO. In conclusion, the suggested
method facilitates incessant learning in real time by
the incremental learning process. This allows statistics
to be used as they become available, and consistent
models to be obtained, as opposed to a model trained
on static data. This capability implies that the system
can learn and enhance its predictions or decisions
with the influx of new data.

Conclusions

With an emphasis on the identification of black
hole attacks in the DSR protocol, this paper presents a
potential method for attack detection in VANETS
utilizing incremental online learning algorithms.
Despite requiring longer training and testing time, the
results show that ARF outperforms KNN in all
important performance metrics, including precision,
accuracy, Fl-score and recall. The results highlight
the promise of incremental learning methods for real-
time, time-sensitive applications in dynamic network

environments. The dynamic nature of attacks and the
ongoing model adaptation to new threats, however,
continue to provide difficulties. In order to improve
detection accuracy while cutting down on training and
testing times, future research could examine
optimizing algorithm parameters. Furthermore, a
hybrid strategy that combines ARF with additional
online learning models may improve threat detection
capabilities even more, providing a more reliable
solution for VANET real-time intrusion detection.

However, the proposed model is tested with few
simulation conditions and the applicability of the
model in real VANET environments with different
traffic and attack patterns is questionable. Despite
better  detection  performance, the  higher
computational time of ARF may be challenging for
large-scale deployment. Future work includes
optimizing the model parameters, reducing the
computational overhead, and exploring hybrid and
federated learning techniques to improve real-time
intrusion detection in VANETS.
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