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The growing number of Internet of Things (IoT) devices has resulted in a significant surge in network attacks, frequently
causing harmful and catastrophic consequences. Malicious actors may utilize these devices to infiltrate the network
infrastructure by taking advantage of hardware and software weaknesses through uninterrupted internet access. Despite
significant advancements in the field of network IDS (Intrusion Detection System), there is still a lack of employing
intrusion detectors in loT environments. Hence, to address this issue, a neural network model-based intrusion detection
system is introduced, which can effectively detect and classify various types of attacks on 10T devices used in intelligent
applications. A feature reduction technique and a hyperparameter optimization strategy to reduce both the computing time
and overhead were utilized. Important features chosen via a genetic algorithm-based feature selection model are transformed
into colour images for use as input to several Convolutional Neural Network (CNN) architectures, including Xception,
VGG16, and VGG19 models. The suggested ensemble model, which combines Xception, VGG16, and VGG19 classifiers
using a genetic algorithm to select the most relevant features, is 98.7% accurate, which is 5% better than individual
classifiers. This novel approach significantly reduces false positives while cutting computational latency when compared to
existing models. By optimizing both detection speed and accuracy, the proposed system enables real-time intrusion
detection, offering a scalable and efficient solution for securing IoT devices in smart environments. These advancements

underscore the system’s potential to set a new standard in IoT security.
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Introduction

One of the fast progressive and adaptive domains
of information technology infrastructure that is widely
used in many intelligent environments is the Internet
of Things (10T). These smart infrastructures start with
products that are associated with everyday lives, like
smart phones, and extend to smart home facilities like
smart cameras, wireless sensors, smart watches, smart
TVs, robot vacuum cleaners, and smart locker
systems.? In spite of their widespread adoption and
extensive utility, l1oT devices possess remarkably
limited security features.®> In a smart environment,
data must be shared among multiple smart devices on
a shared network, and a security vulnerability in a
single node might jeopardize the entire network
infrastructure. It is projected that the volume of data
generated by these devices will exceed 73.1 ZB, and
the estimated amount of 10T devices will reach 7.544
billion by 2025.) 10T security and privacy
vulnerabilities and mitigation strategies are an
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increasing concern in cybersecurity.® Thus, improving
security and protecting digital assets and network
infrastructure requires implementing vital safety
mechanisms, tools, and techniques at various
infrastructure stages.® Hardware or software Intrusion
Detection Systems (IDSs) detect network attacks that
bypass firewalls, access control, and other security
measures.”® 10T systems are dynamic, so rule-based
IDS may miss complex attacks. Developing an
effective IDS is difficult because it requires detecting
an intrusion in time to mitigate damage.

In contrast to the architecture of the conventional
Internet, the 10T network has three levels: the
perception, network, and application layers.? Routers,
switches and gateways transmit data from the
perception layer, which comprises detectors and
physical equipments to the network layer. Various

mechanisms, such as bluetooth, radio frequency
identification, Wi-Fi etc., are used to protect this
layer. Finally, the application layer provides

application functions and services for the device's
operation. Therefore, monitoring the dataflow in this
layer is crucial, as it transmits the majority of device
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data. Furthermore, the ever-changing strategies of the
intruders constitute an important challenge. The
structure of an loT network with IDS is shown in
Fig. 1. When designing and IDS, different Artificial
Intelligence (Al) methods are used to find threats.
These include traditional machine learning models,
deep learning methods, ensemble techniques, and
hybrid approaches. A lot of progress has been made in
deep learning lately due to the creation of
Convolutional Neural Network (CNN) models. Apart
from this, employing deep learning methods can
significantly improve the quality of results when
working with massive datasets. However, ensemble
classifiers, which are composed of multiple classifiers,
produce more precise results than individual
classifiers.®™* It has the capability to reduce bias,
minimize variance, and enhance the decision-making
process as a whole.* Various ensemble methods are
available, with the primary aggregators being
bagging, boosting, and stacking.”® But in a lot of their
studies, they didn’t take into account the problems
that come with having limited computing power and
finding real-time loT threats. Therefore, calculating
the time required to detect attacks is a crucial element
in designing an IDS.

In response to this knowledge vacuum, a bagging
ensemble-based approach to detecting and classifying
loT attacks was presented. Xception, VGG16, and
VGG19 are three CNN models that rely on deep
learning to build a categorization prediction layer in
the proposed ensemble model. For this purpose, the
UNSW-NB15 dataset and the more current CIC loT
2023 real-time 10T attack benchmark was employed.
To improve the classification process, a feature

ﬂ Intruder

selection method based on Genetic Algorithms (GA)

successfully reduces the set of features by choosing

the most relevant ones. Significant contributions of
the proposed approach include:

e Develop an efficient IDS model for the IoT by
employing deep learning methodology and a GA
technique for optimal feature selection to ensure
high detection efficiency.

e Employing an automatic  hyperparameter
optimization approach to fine-tune the deep
learning models through a random search
optimization technique and thereafter comparing

the evaluation metrics achieved without
employing hyperparameter tuning.
e Proposed a bagging ensemble model by

combining the optimized deep learning model and
comparing the performance with single
classifiers.

e Use two standard datasets to assess the suggested
work: the CIC loT 2023 and UNSW-NB 15 to
assess the performance metrics.

e Compare the results against the individual base
learners and also with other published works.

Literature Review

This section summarizes current studies that have
looked at how IDS can benefit from both traditional
machine learning and deep learning approaches.

Nandanwar et al.** proposes a model to classify
botnet attacks in an loT environment using a hybrid
CNN and bidirectional long-short-term memory
(Bi-LSTM) model. They use a mode of preprocessing
steps that consist of feature encoding, data
standardization, and data augmentation to add some
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Fig. 1— Architecture of an loT environment with IDS
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noise to the dataset. They chose a hybrid deep
learning model, which is part of a growing trend in
IDS research that combines the strength of various
deep learning models to improve detection
performance.

Similarly, Selvapandian et al.™ suggests an IDS
model for an loT-cloud setting that is based on deep
learning. Utilizing the LeNet architecture, they
emphasized on feature reduction by using two
convolution layers and a pooling layer. Their model
was tested using NSL-KDD. But the model’s reliance
on a relatively simple architecture like LeNet raises
concerns about its ability to scale and defend against
more complex attacks present in 10T networks.

Yongzhong et al.”® introduces a layered stack
ensemble method using the Fisher score for feaure
selection for identifying assaults in loT. A meta
classifier with improved TPE-LightGBM predicts the
final result from the output of LightGBM and Naive
Bayes as base classifiers in the stack model. Their
technique is remarkable in terms of lowering training
time and improving performance, but the base
classifier selection could be compared with a deep
learning method to assess its real-world applicability.

Mushtagq et al.'’ developed a stacked ensemble
model with five base learners: DT, RF, bagging
classifier, XgBoost, and additional trees. The
multilayer perceptron functions as a meta-learner. To
determine which features to submit to the meta-
classifier, these five base models collaborate using a
sequential forward feature selection strategy. They
were able to test the model using the NSL-KDD
dataset and get a high detection rate while minimizing
false alarms.

Basavaraj et al.™ presents an IDS to detect attacks
on vehicular systems or the Internet of Vehicles
(loV). Utilizing a real-time generated CAN dataset,
they implemented a DNN to illustrate the potential of
the model in a real-world scenario. Although this
application-oriented method is a significant
improvement, it doesn’t fully test the capabilities of
the model because they fail to cross-validate with
other datasets.

Sanju et al."? investigated an IDS model for an loT
system using a metaheuristic-based feature selection
algorithm and ensemble deep learning for
classification. It combines three deep learning models:
a bi-directional LSTM (BIiLSTM), a gated recurrent
unit, and an extreme learning machine. The model
was implemented using different datasets: the CIC
IDS 2017, 10T 2023 and UNSW-NB15. However, the
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computational efficacy of their model architecture
could present a challenge in real-time deployment.

Hazman et al.?° put forward an IDS model to detect
anomalies in the network flow of loT-based smart
environments. They present an ensemble learning
model that combines the AdaBoost algorithm and the
Boruta feature selection algorithm. Their findings on
the Bot-1oT and NSL-KDD datasets are remarkable;
however, the practicality of this ensemble method in
dynamically evolving 10T environments remains an
open question.

Another study by Saied et al?* provides a
comparative examination of boosting techniques for
0T threat detection, demonstrating the efficacy of
several boosting algorithms. They employed
Adaptive, Gradient, Extreme, Light, Categorical, and
Hist Gradient Boosting. This method offers an
expansive view on the adaptability of boosting
techniques; however, its dependence on a singular
dataset, N-BaloT, restricts the general applicability of
its findings.

Kaushik et al.?? proposed a method of detecting
attacks in 10T by using a teaching-learning based
optimization model for feature extraction, followed by
random forest classification. Their model exhibited
enhanced performance on the UNSW-NB15 dataset;
nevertheless, the optimization approach might be
further improved to minimize computational
overhead.

Another approach by Kulshrestha et al.* targeted
cyber-attacks on medical loT devices using both
conventional techniques and ensemble classification
methods. Relevant dataset features were selected
using the Extra Tree Classifier's importance score.
Applications on the ToN_loT dataset show that
adaptive boosting ensemble learning outperformed
other classification algorithms. However, further
research is needed by comparing other boosting
techniques instead of relying on a single approach.

The ensemble approach in Alotaibi et al.?* used
four machine learning classifiers as the basic model.
They evaluated their model on the ToN-loT dataset
using both stacking and voting ensemble methods,
and the results were promising. But, the robustness of
the model could be further improved by incorporating
advanced feature selection techniques.

In another study by Latifet al.”®, the authors
proposed a deep learning model known as the dense
random neural network that emphasize the potential
of dense clustering in hidden layers to detect IoT
attacks. This approach provides a novel viewpoint on
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network architecture design; however, the drawbacks
between model complexity and performance must be
meticulously evaluated in order | facilitate practical
implementation.

Hakan et al.?® suggested a hybrid deep learning
model for industrial 10T intrusion detection. The
initial phase used min-max normalization. This hybrid
model used CNN and LSTM deep learning. The
model was tested for binary and multiclass
classification on UNSW-NB15 and X-lloTID. The
combination model does better than single classifier
models in both binary and multiclass classifiers,
according to the results.

In general, machine learning models influence IDS
development that improves 10T network security.
Recent IDS developments show that hybrid or
ensemble classifiers are used more than single
classifiers. The model in Selvapandian et al.™® is
trained with one classifier. Also, CNNs work better
with images. The authors in Nandanwar et al.** and
Basavaraj et al.'® ignore tabular data to image
conversion. Some didn't use feature selection, which
is essential before applying a machine learning model.
Nandanwar et al.*, Selvanpandian et al."®, Latif
et al.®, Hakan et al.”® did not use feature selection.
Other  state-of-the-art methods proposed by
Selvanpandian et al.’®, Mustaq et al.’, Sanju et al.”
can still be improved by optimizing the model. Some
validate the model with a single dataset, while others
use outdated, irrelevant datasets for loT networks.
Furthermore, a significant number of models are not
fully optimized, and numerous studies only verify
their models using obsolete or unrelated information,
therefore restricting their suitability for modern loT
deployments. This review reveals a significant gap in
feature selection, image data conversion, and model
optimization.

To fill these gaps, the proposed research uses a
Genetic Algorithm (GA) for feature selection, image
transformation for CNNs, and hyperparameter
optimization. This method optimizes performance and
tests the model on relevant loT datasets, solving a
major shortcoming in earlier studies. This critical
study demonstrates how the suggested framework
improves constraints, enabling more reliable,
efficient, and real-time IDS in 10T scenarios.

Proposed Methodology

This part gives an outline of the IDS that is used to
identify attacks. The primary objective of this
research is to develop an ensemble bagging model

that can detect hazards in an 10T setting. It has several

steps, such as collecting data, preprocessing it,

choosing features, and training the model using
different CNN designs. The workflow of the IDS

model, consisting of five stages, is depicted in Fig. 2

and is briefly elucidated below.

1. Data collection: In this step, the data from the loT
devices are collected in the form of csv data. In
this case, CIC loT 2023 and UNSW-NB15
datasets are utilized.

2. Data preprocessing: Here, the categorical data
present in the dataset is encoded using label
encoding. After that, an oversampling method
based on SMOTE (Synthetic  Minority
Oversampling Technique Evaluation) was used to
fix the class imbalance.

3. Feature selection and image transformation: The
pre-processed dataset is used to select relevant
features for classification. Tabulated features are
normalized and converted to image data.

4. Data classification: This step involves training the
multiple CNN models (Xception, VGG16 and
VGG19) to categorize the various attacks seen in

loT Environment

(R R N i< N ()]

1. Data acquisition

2. Data Preprocessing

Data scaling using
Label Encoding

Data sampling
using SMOTE

3. Feature selection and
Image transformation

Feature selection using
Genetic Algorithm

e

4, Data classification and parameter optimization

5. Proposed model

Ensemble Model

=

Fig. 2— Methodology for the planned IDS in an loT environment
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the dataset. The parameters of the CNN models
were optimized using a random search technique
to get more effective results.

5. Proposed model: Finally, the base models are
combined in order to construct an ensemble
bagging model for superior outcomes.

A detailed explanation of the workflow of the IDS
model is given in the following subsections.

Dataset

For the suggested model, the CIC loT 2023 dataset
and the UNSW-NB15 dataset are used, both of which
are open to the public. Since both datasets are based on
actual network traffic that was recorded in controlled
environments, they are accurate representations of both
real-world network activity and security risks.

CIC loT 2023

One of the Canadian Institute of Cybersecurity's
latest attack datasets for IoT are the CIC loT 2023.%"
Due to the need for a lot of network equipment and
human resources for infrastructure maintenance,
many studies use simulated or IoT devices. A
comprehensive 10T attack dataset is created with the
aim of enhancing security analytics for actual loT
installations. The dataset comprises information
obtained from 105 IoT equipment and 33 instances of
topological attacks. It was developed utilizing real-
time modeling of assaults in a large 10T network,
resulting in a reliable benchmark to evaluate IDS used
in a smart environment. There are seven types of
attacks: DoS, DDoS, web-based, mirai, spoofing,
brute force. Since the dataset is massive in size, only
5% of the total is used, with 2334300 instances and 46
unique features.

UNSW-NB 15

The UNSW-NB15 dataset is a commonly utilized
and standardized labelled dataset in the domain of
network intrusion detection and cybersecurity
research.”®® It contains actual network traffic data
recorded inside the dataset, which was generated in a
controlled setting. It has a total of 175341 instances
and 44 characteristics. Of the total, 3 are categorized
and 41 are numerical. This dataset includes several
forms of network attacks, including shellcode, DoS,
generic, analysis, backdoor, reconnaissance, fuzzers,
worms, and exploits. Aimed for assessing the efficacy
of network IDS, the UNSW-NB15 dataset is a
modern, genuine, complex set of data. It is useful for
both academic study and real-world cybersecurity
applications because it has many features and can
withstand many types of attacks.

Preprocessing

The first phase in designing the proposed model is
data preprocessing, which is a very crucial step before
applying it to a machine learning model. The raw
dataset contains null or missing values, and most of
the feature set contains both categorical and numerical
values. This stage involves performing various
operations on unprocessed data, such as minimizing
dimensions and handling missing values, in order to
improve processing speed and overall performance.
Both numeric and categorical data are included in the
feature set. To turn the classified data into numerical
data, a label encoder is employed.

The second phase of the preprocessing step is to
balance the dataset. The imbalance in attack class
ratios might lead to an overestimation of the majority
class and a failure to detect the minority classes by the
classifier. So, sampling and oversampling need to be
used for balancing the dataset. Synthetic Minority
Oversampling Technique Evaluation (SMOTE) is an
effective imbalance class solution.**¥* SMOTE
generates synthesized instances by randomly selecting
one of its k-nearest neighbours and simulating it over
a line segment connecting the minority class instance
to the neighbour. This process continues until the
minority-majority class balance is reached.

Feature Selection

Selecting the relevant features is an important part
of making malicious network flow monitoring more
accurate. Eliminating features that aren't helpful for
classification is the primary goal of the feature
selection approach.®* As a result, it enhances the
efficacy of the model while decreasing its
computational cost.*®

This work involves the use of Genetic algorithm
(GA) inspired feature reduction technique to decrease
the number of features and identify the optimum
subsets.** Genetic algorithms conduct an extensive
search across the feature space with the objective of
identifying feature subsets that are globally optimal or
nearly optimal. They also exhibit resistance to outliers
and noise present in the data by utilizing the
convergent nature of the solutions produced over
multiple generations. The GA based feature selection
module typically works on the following steps: (a)
initialization of population, (b) fitness evaluation of
the population, (c) selection of parents based on their
fitness score, (d) crossover to produce new offspring,
(e) mutation to increase diversity, (f) replacement of
some current population and, (g) final generation
selection. An iterative execution of these procedures
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allows the GA feature selection model to thoroughly
explore the range of possible feature subsets and
identify the ones that have the most significant impact
on the efficiency of the machine learning framework.
The feature selection approach based on GA is
implemented on two distinct datasets. A total of 10
iterations were set for the experiment. Altogether, 24
features from the loT dataset and 29 features from
UNSW-NB15 were selected.

Image Transformation

This section discusses the image transformation
process after the relevant features have been selected.
The features selected from the datasets are
represented in the form of tabular data. Converting
network traffic into image format is important
because CNN architectures perform better on image-
based datasets.***® This requires normalizing feature
values to image pixel values from 0 to 255.
Normalization is crucial to preprocessing because it
affects machine learning model performance.
Quantile normalization normalizes data distribution
across the dataset after selecting features.®” Quantile
normalization reduces technical variations in samples
or datasets, such as batch effects or measurement
platform differences. Thus, most parameters stay near
the median, which effectively manages outliers.®

The normalized data samples are converted to
blocks depending on the attack types. After the
feature selection, the CIC loT 2023 contains 24
features. Each block will contain 72 consecutive
samples, each with 24 features, which are later
transformed into a colour image of shape 24 x 24 x 3.
Once the images have been transformed, they are
categorized according to the attack class. For instance,
a picture is labelled as "Benign" if every single
sample belongs to the benign class. Nevertheless, the
picture sample is labelled for a certain attack class if it
is associated with that class.

Lastly, the resized photos are transformed into the
ImageNet size of 224 x 224 x 3, because this specific
shape is associated with improved training
performance in CNN architectures. Resizing an image
involves altering the pixel values to fit the new
dimensions. A method known as bilinear interpolation
is employed to accomplish this.*®* When deriving the
new pixel values, the average weighted value of the
four initial pixels nearest to the target pixel is taken
into account. By modifying the pixel values to
accommodate the larger scale, the visual qualities of
the original are maintained in the enlarged version.

Data Classification using CNN Models

After the features have been selected using the
proposed GA method, three deep learning-based CNN
architectures—VGG16%, VGG19*, and Xception®
are implemented on the two benchmark datasets. All
three of these models are based on CNNs, which have
a fully connected dense layer at the end of a series of
max-pooling and convolutional layers. The hidden
layers of all three designs made use of the RelLu
activation function, while the last dense layer made
use of Softmax. With a total of sixteen levels, the
VGG16 architecture includes thirteen convolutional-
pooling layers for feature extraction and three fully
linked dense layers for classification. The VGG19
model incorporates three dense layers after 16
convolution-pooling layers, building upon the
VGG16. Depth-wise separable convolution is
employed by the Xception model. It effectively
resolves model efficiency and performance, rendering
it highly suitable for environments with limited
resources and complex image processing tasks.

Random Hyperparameter Optimization

Hyperparameter optimization is essential in
machine learning to improve model performance.
Hyperparameters determine deep learning model
architecture, generalization, and optimization. Also,
properly tuned hyperparameters reduce model training
time and computational resources. Machine learning
and deep learning algorithms are enhanced by
automated hyperparameter tuning.”* Dropout, frozen
layers, learning rate, patience, and epochs are adjusted
in the models.

In Random search Hyperparameter Optimization
(RHO), the hyperparameters used to train the model
are chosen at random from a predefined search
space.** The model's efficacy is then tested using
cross-validation. This procedure is repeated with
random hyperparameter combinations. After a
certain number of iterations, the hyperparameter
configuration with the best validation set performance
is chosen as the optimal set.

The Proposed Ensemble Model

The type of ensemble classifier used for this model
is the bagging ensemble model. It has achieved
extraordinary results despite being one of the earliest
ensemble classifiers and being relatively simple to
implement.”  Furthermore, they are known for
their high computing efficiency and their capacity to
operate optimally on imbalanced data.”* The
suggested ensemble bagging model that is utilized in
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this work is illustrated in Fig. 3. The bagging
ensemble takes the predictions from many instances
of a basic learning algorithm that have been trained on
different datasets and combines that to produce the
final prediction.

The proposed model utilizes three optimized pre-
trained CNN models: VGG16, VGG19 and Xception
as base learners to make predictions on the batch of
test images. A voting mechanism is employed to
aggregate the predictions of all three models, and a
final result is obtained. Bagging mitigates the issue of
overfitting by calculating the mean of the variance
provided through the use of different subsets of the
data and base learners. Mathematically, the proposed
model can be described as:

Each batch of image B;, B,, Bs, containing a subset
of the images is passed through a different deep
learning model. Let f;(B), f2(B), f3(B) represent the
output predictions of the Vgg16, vggl9 and xception
model respectively, where B = B; + B, + Bs. The
predictions of the models are aggreagated using a
voting mechanism. models can use a voting
mechanism to choose the most probable class. The
class that receives the majority of votes is then
selected as the final prediction. The final prediction y
for each image b;, is given in Eq. (1):

y(b) =
mode ({argmax(fl (bi)), argmax(fz (bl-)), argmax(f3 (bi))})

. (1)
The final output of the model is a set of predictions
denoted by Y, as given in Eq. (2):

Y ={y(b),y(b2), ..., y(by)} - (2)
where, y(b;) represents the predicted label for the
corresponding input image b;.

VGG16

g VGG19

:

Test Image
Data

a

Splitting Data

Models
into Batch o

Xception

Experimental Evaluations and Discussion

This part presents an analysis of the suggested
ensemble model, as well as a thorough examination of
the base learners. Experimental trials were carried out
on the CIC loT 2023 and UNSW-NB15 datasets,
allocating 70% of the data for training purposes and
the remaining 30% for testing.

Performance Metrics

A range of performance indicators, including
recall, accuracy, precision, Fl-score, detection rate,
and time complexity, was utilized to evaluate the
effectiveness of the IDS model. Four inputs that
include true positive (TT), true negative (TF), false
positive (FF), and false negative (FT) are used to
determine these measures. The overall performance of
the model is positively affected by both TP and TN,
which are important in assessing the reliability of the
model in correctly classifying events into positive
and negative categories. By correctly identifying
negative cases, TN improves the model's
dependability, while FN reveals the limitations of
positively detecting instances. The performance
measures are determined by these four metrics, as
illustrated below:

Accuracy: As stated in Eqg. (3), the number of
correctly described instances relative to the overall
number of instances determines the accuracy of a
model.

TT+TF

Accuracy = —m—
Y TT +TF +FF +FT

. 0)

Precision: Indicated in Eq. (4), it is the percentage
of accurate positive projections among all the positive
instances generated by the method.

Precision =

(4

TT +FF

Predictions

Averaging/ S
Aggregation

Majority

Final Output
Voting : e

Fig. 3— Layout of the proposed ensemble model
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Recall: Indicated in Eqg. (5), it measures the fraction
of positive outcomes in the dataset that were

accurately detected as predictions.
TT

TT+FT

Recall = .. (5)
F1-Score: As demonstrated in Equation (6), it is the

harmonic mean of recall and precision that aids in

achieving a balance between the precision and recall.

2 XPrecision XRecall
F1 — Score = ... (6)

Precision +Recall

Detection rate: Indicated in Eq. (7), it takes into
account all positive cases and finds the proportion of
positive occurrences that a classification model
effectively identifies.

TT
TT+FT

Detection Rate = .. (7)

Time complexity: It is related to the computation
resources as well as hyperparameter tuning that are
necessary for the training and deployment of models.
This evaluation is essential as it establishes the
feasibility of using a certain algorithm on a dataset of
a specified dimension and complexity in a resource
constrained environment.

Evaluation in CIC 10T 2023

The ensemble approach was evaluated by
employing deep learning models as base classifiers on
the CIC 10T 2023 dataset, which is based on real-time
offensive data. A total of 24 features were selected
while applying the GA-based feature selection method.
To begin, standard hyperparameter configurations of
VGG16, VGG19, and Xception are used to evaluate
the performance of the proposed model in detecting
attacks. Next, using pre-trained base classifiers, an
ensemble model is constructed and subsequently
evaluated. An accuracy of 99.18%, precision of
99.19%, recall of 99.18%, F1 score of 98.92%, and
detection rate of 84.49% can be attained by the
ensemble model. Moreover, the time complexity of
the ensemble model outperforms that of other base

classifiers, resulting in an execution time of 30.34
seconds. The main hyperparameters of the base
models were optimized by the random optimization
approach to build an optimal model. For every base
model, Table 1 lists the ideal hyperparameters that
were found. The hyperparameters are trained by
modifying the default values to the parameters that
optimise performance. The table clearly shows that
the tuned models outperform the default model.
Moreover, the suggested ensemble method could
reach accuracy of 99.18%, precision of 99.74%, recall
of 99.72%, Fl1-score of 99.72%, detection rate of
94.87%, and execution time of 30.36 seconds. A
comparative analysis of the proposed ensemble
bagging model and the base models used in the
proposed work is given in Table 2. The comparison
of model’s accuracy is depicted in Fig. 4. It
demonstrates that hyperparameter optimization may
be used to improve the model performance.

Evaluation in UNSW-NB15

A completely different dataset known as the
UNSW-NB15 was utilized to evaluate and enhance
the capabilities of the proposed model. Experiments

Table 1— Optimal settings for the hyperparameters of the base
classifiers in CIC 10T 2023

Parameters Classifier Optimum Value
Epochs Vggl6 20
Vggl19 10
Xception 10
Dropout percent VGG16 04
Vggl19 0.4
Xception 0.6
Learning rate Vggl6 0.004
Vggl19 0.006
Xception 0.003
Frozen Vggl6 17
Vggl19 17
Xception 16
Patience value Vggl6 4
Vggl9 2
Xception 2

Table 2 — Performance analysis of the proposed model against other base classifiers used in this work on CIC IoT 23

Model Accuracy Precision Recall
Xception 99.32 99.40 99.31
Vggl6 98.32 97.79 98.31
Vggl9 98.63 97.88 98.63
Ensemble 99.18 99.19 99.18
Xception + RHO 99.50 99.53 99.49
Vggl6 + RHO 99.86 99.88 99.86
Vgg19 + RHO 99.59 99.58 99.59
Proposed 99.73 99.74 99.72

F1 Score Detection rate Time
99.29 91.94 2 min 38 Sec
97.73 74.60 2 min 18 Sec
98.25 78.23 2 min 19 Sec
98.92 84.49 30.34 sec
99.47 92.14 2 min 42 sec
99.86 97.32 2 min 19 sec
99.55 92.63 2 min 21 sec
99.71 94.87 30.36 sec
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were done with and without hyperparameter tuning.
The ensemble model without the use of an
optimization algorithm could obtain an accuracy of
93.61%, 94.33% precision, 93.61% recall, 93.30% f1-
score, 82.63% detection rate and an execution time of
1591 seconds. Later, the random optimization
technique is applied to the base classifiers prior to the
implementation of the ensemble model. The list of
optimal hyperparameters that were obtained using the
RHO is indicated in Table 3. The adoption of a RHO
algorithm can enhance the performance of the model,

B Without RHO
m With RHO
99.5
99
g
Z 985
©
5
3
<
97.5 ;
Xception VGG16 VGG19 Ensemble
Classifiers

Fig. 4 — Accuracy comparison on CIC loT 2023 dataset

Table 3 — Optimal settings for the hyperparameters of the base
classifiers in UNSW-NB15

Parameters Model Optimal Value
Epochs VGG16 15
Vggl19 10
Xception 15
Dropout percent VGG16 0.4
Vgg19 0.5
Xception 0.5
Learning rate VGG16 0.003
Vgg19 0.006
Xception 0.005
Frozen VGG16 16
Vgg19 17
Xception 17
Patience value VGG16 4
Vgg19 2
Xception 3
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as exhibited in Table 4. The suggested ensemble
model outperforms the baseline model in terms of
overall accuracy of 95.33%, precision of 94.9%, recall
of 95.2%, fl-score of 95.2%, detection rate of
88.88%, and execution time of 15.26 seconds. A
graphical representation of accuracy comparison with
various models is depicted in Fig. 5.

Performance Analysis

In this study, various classifiers including deep
learning methods were assessed using an optimizer.
GA-based feature selection helped remove irrelevant
and redundant instances that could affect classifier
performance. Additionally, feature reduction speeds
up tabular data-to-image conversion. Implementation
results show that random search hyperparameter
optimization improves the performance of VGG16,
VGG19, and Xception base CNN classifiers. The
random search hyperparameter optimization (RHO)
technique efficiently traverses a large search space,
sampling a wide range of solutions and increasing the
likelihood of finding global optima or high-
performance solutions. The ensemble model with
three base classifiers performs well in both datasets. It
predicts attack types quickly and accurately. As
depicted in Table 2 and Table 4, the ensemble model
executes faster than the other classifiers in both the

CIC 10T 2023 and UNSW-NB15 datasets. The
96
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g
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Fig. 5— Accuracy comparison on UNSW-NB15 dataset

Table 4 — Performance analysis of the proposed model against the base classifiers used in this work using UNSW-NB15

Model Accuracy Precision
Xception 88.63 89.48
Vggl6 91.90 90.93
Vgg19 93.77 94.77
Bagging Ensemble 93.61 94.33
Xception + RHO 88.94 89.96
Vggl6 + RHO 95.17 95.44
Vgg19 + RHO 94.86 95.26
Proposed 95.33 95.97

Recall F1 Score Detection rate Time
88.63 88.29 76.58 49.7 sec
91.90 91.06 76.55 41.1 sec
93.76 93.92 88.52 40.3 sec
93.61 93.30 82.63 15.91 sec
88.94 88.62 78.05 48.7 sec
95.17 95.22 90.40 41 sec
94.85 94.81 88.71 41 sec
95.32 95.32 88.88 15.26 sec
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Table 5 — Comparison of the proposed ensemble model with existing models in several IDS utilized in the 10T environment

Reference Method Dataset
Nandanwar et al.** CNN + BIiLSTM N_BaloT
Selvapandian et al. 1 LeNet NSL-KDD
Mustaq et al. ¥’ Stacked Ensemble NSL-KDD
Sanju et al.’ Ensemble loT 2023
Hazman et al. Ensemble blending loT 2023
technique
Alotaibi et al 2 Ensemble model ToN-loT
Latif et al.*® Dense Random Neural ToN_loT
Network
Hakan et al.?® CNN with LSTM UNSW-NB15
Maghrabi et al.*® Random Forest UNSW-NB15
Proposed Model Ensemble Model CIC loT 2023
Ensemble Model UNSW-NB15

Feature Selection HPO Accuracy
— — 99.52%
— — 96.28%
Sequential Forward Feature — 88.10 %
Selection

HHO-EFDM — 98.12%
Mean Decrease in Impurity Manually set 99.51%
Coefficient Correlation, — 98.64%
Mutual Information, K-best

feature

— Manually set 99.05%
— Manually set 92.90
Pearson’s correlation — 90.17%
coefficient

GA RHO 99.73%
GA RHO 95.33%

detection rate for each attack class in both datasets is
significant. The proposed strategy is contrasted in
Table 5 with various modern IDS models for loT
systems. From the analysis, it can be inferred that the
suggested work outperforms other comparable
models. An ensemble model can improve accuracy
and robustness by reducing overfitting and variance
through the combination of predictions from multiple
base learners. Moreover, the use of the RHO
technique helps in maximizing the efficacy of the
deep learning models by identifying the optimal
hyperparameters of each of the base learners.

Conclusions

The ensemble bagging IDS model for loT smart
environments demonstrates significant potential for
enhancing detection speed and accuracy. In contrast
to conventional models, this innovative methodology
significantly lowers false positives and minimizes
execution time. The proposed system facilitates real-
time intrusion detection by optimizing both detection
speed and accuracy, providing a scalable and efficient
solution for the security of loT devices in smart
environments. However, limitations include high
computational resource demands, which may hinder
deployment on resource-constrained loT devices, and
the need for further validation in dynamic or novel
attack scenarios.

Furthermore, the IDS model has the potential to be
applied to the security of loT gateways, smart city
infrastructures, healthcare devices, and industrial 10T
systems. It has the potential to significantly enhance
the security of the increasingly interconnected loT

networks by playing a critical role in real-time
detection and prevention of intrusions with further
advancements.
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