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Last two year's pandemic prompted a greater reliance on technology, as well as a greater usage of networked gadgets and
hybrid work settings.Cybersecurity has developed into a complicated and rapidly evolving concern in the Information,
Communication, and Technology (ICT) era. It seems that cyber threats will permeate every area of the economies and
government infrastructures around the globe as the world's reliance on ICT increases. In fact, threats to a state's technology
infrastructure that were previously unheard of, challenge national interest in the digital age. In the twenty-first century, cyber
hazards are rapidly increasing and growing in the second decade. While criminals are still the ones who initiate them, other
stakeholders, like foreign governments and political organizations, are also involved and may have objectives beyond
money making as well. Back in 2020, the Indian government registered 1.16 million cyber security cases, a 3x increase over
the previous years. Cyber-attacks in India, as in other nations, risk national security by gaining access to key government
infrastructure. The scope of the cybersecurity danger is such that contemporary civilization might be described as being
attacked holistically or systemically. To respond to a system-level danger, a system-level reaction will be required, so that
the operations of various agencies and bodies complement each other and are mutually reinforcing, rather than competing.
The current study recognizes intellectual property rights (IPR) to facilitate such requirement. The present research paper
provides an insight of cyber security as a profound step towards securing the national interest, to its readers. It also makes an

attempt to welcome intellectual property rights as a help towards achieving such a profound goal.
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There are greater cyber risks when a country has a
highly evolved digital economy and culture. This
means that nations with well-developed electronic
commerce and digital infrastructure will inevitably be
more concerned with safeguarding the internet. There
can no longer be any doubt that cyber security is an
essential component of national security. The national
security plan must be the foundation for a country's
national cyber security policy. This is the fundamental
reason why the title of this research uses the word
""cornerstone.” One of the things we'll be looking at in
this research is the relationship between national
security and national cyber security. There are now
cyber security plans in most countries. Cyber-attack
incidents that target people, companies, and
governments globally have increased in tandem with
the growing reliance on computers and Internet-based
networking. In today’s time therefore, ICT can be
used a tool for warfare thereby posing a threat to
national security.’

Since the main focus of intellectual property law is
on intangible property, of which original ideas and
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concepts are the most common example—it is a
distinct area of the law unto itself. Owners of original
ideas are granted limited property rights under
intellectual property laws. To put it briefly, "control
over the products of intellectual effort" is regulated by
intellectual property law. The two primary areas of
intellectual property that interact with national
security are trade secrets and patent law, according to
Rob Farley, a visiting professor at the U.S. Army War
College and senior lecturer at the University of
Kentucky's Patterson School. Farley stated”that patent
law "is important to figuring out how a state can drive
innovation in its defence industrial base" on the
podcast "War Room," which is produced by the U.S.
Army War College. He cites the history of patent law,
particularly the way the government opted to provide
monopolising patents to innovators conducting
research in areas that would be most helpful to
national security, as proof of this claim. Farley also
highlights how the American and British governments
strategically used patents in the early 1900s to restrict
the development and manufacture of innovations like
the torpedo, specific types of weapons, and aviation
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technologies, as well as to stop information from
being shared globally. Regarding trade secrets, Farley
says that the key is for government-owned and
privately held businesses to be able to keep other
businesses or nations from discovering their trade
secrets. This relates to the ability to shield trade
secrets from being discovered by other businesses,
both domestic and foreign, in the context of national
interest. Naturally, this is crucial for maintaining
traditional objectives of national interest like
safeguarding military technology or keeping others
from learning about your nation's capabilities.?

Cybersecurity threats have not left trademark and
copyright in silos as well, taking into consideration
the existing praxis that does not restrict the uninvited
guest from being in its skin, inside these IPdomains.
While caching, plagiarism and threat to computer
software are potential examples for copyright to
recognize its potential, trademark can be
fundamentally seen to be walking in hand with
domain names, making the overlapping areas not be
‘scavenger hunts’ for the unwelcomed guest. The
study with the help of IP as catalysts seeks to answer
the question as to whether the unprecedented present
owned by cyberspace be tamed by IP as the possible
night-owl and if so in affirmative, whether such can
be adopted by a nation in its own interest.The cyber
threat protection mechanism, which entails creating a
national cybersecurity system, developing and
implementing a cybersecurity strategy, bolstering
security and defence sector capabilities to effectively
counter military cyber threats, protecting state
electronic information resources and information
infrastructure from cyber-attacks, plays a significant
role in this literature therefore.*

Viewing Cyber Security as the Tool to Safeguard
National Interest

As the number of people using the Internet grows,
so does the number of cyber-attacks. Many of these
attacks have sad and serious consequences. It is the
most popular weapon in cyberspace used for
malevolent objectives, either exploiting existing
weaknesses or taking use of the unique traits that are
being developed. The development of more
innovative and effective malware defence systems
has been highlighted as a priority issue by the
cybersecurity community.® A large part of
cybersecurity is figuring out how to defend against
various types of cyber-attacks and coming up
with countermeasures to ensure that digital and

information technologies are kept safe from intrusion

while also maintaining their integrity and usability.

(i) In the context of confidentiality, this refers to the
safeguarding of information against unwanted
access.

(ii) Integrity refers to the ability to avoid unwanted
changes or deletions.

(iii) Availability refers to the ability of systems
responsible  for transmitting, storing, and
processing data to be accessed when and by
people who require them.®

In fact, threats to a state's technology infrastructure

that were previously unheard of challenge national
security in the digital age. In today's globalized world,
the internet and ICTs are undeniably crucial for social
and economic advancement, serving as a vital digital
infrastructure that businesses, governments, and
society as a whole depend on to perform
their fundamental functions.” The internet is a
dangerous place on many levels since it is mostly an
open platform. Protection of critical infrastructure,
cyber-terrorism,  cyber-threats, privacy  issues,
cybercrime, and cyber-warfare have all therefore
entered the discourse on cybersecurity.® In the second
decade of the twenty-first century, cyber risks are
increasing and growing quickly.While criminal actors
continue to be the driving force behind them, other
parties, including foreign governments and political
organizations, may be involved as well and may have
goals beyond financial gain. The latter includes
"hacktivism™ in support of political causes, political
instability, cyber-espionage, sabotage (such as
Stuxnet), and even military activities.The emergence
of cyber-espionage, the increasing skill of
cybercriminals, and the widely reported operations of
hacker collectives have all contributed to the
impression that cyber-attacks are becoming more
coordinated and sophisticated, which is unmistakably
proof of their professionalization.®

Intellectual Property Rights and Cyberspace: The
Vulnerable Relationship

Being a non-physical domain, cyberspace enables
anyone to access data and exchange information
without realizing that doing so may violate
intellectual property rights. Intellectual property rights
and cyber laws are inextricably linked as, in the
modern world, digital content needs to be protected.
Cyber concerns were not given much thought when
IPR legislations were enacted, but as digital media has
grown, it has become more important than ever to
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safeguard authors' creations from unauthorized use so
they can continue to profit from their works. As
cyberspace has no boundaries and there are frequent
cross-border infringements, intellectual property issues
are now a global concern. As there is no absolute rule
of law, it is concerning that legal conflicts about
prescription, adjudication, and enforcement of the law
would either fall under the purview of a court or not.
As a sovereign state, a nation may enact criminal laws
to punish harmful acts that are performed outside its
borders but have an effect inside its borders. Courts
have the authority to punish cybercriminals under
universal jurisdiction in accordance with international
law. Technology advancements have led to a daily
growth in e-commerce, which has increased the need
for businesses and organizations to safeguard IPR of
online publications'. It motivates writers to disseminate
and exchange knowledge, and in exchange for their
published work, they get compensated. However, there
is a negative tendency regarding the protection of
intellectual property as e-commerce gains popularity.
The following techniques are evident and are to blame
for the damage they pose to intellectual property rights:

Cybersquatting

It is the act of registering, offering for sale, or
utilizing a domain name with the goal of making
money off the reputation of another person's brand.
Essentially, this involves someone using a registered
trademark's domain name maliciously in order to
deceive people and profit from it. In the age of online
commerce, it is now one of the ways to deceive
customers and violate trademark rights. An example
of cyber-squatting may be observed in the case of
Yahoo! Inc v Akash Arora & Anr, in which the
defendants were utilizing the name of “Yahoo” under
the domain name of “Yahooindia.com” for delivering
internet services. The petitioner in this case is Yahoo's
owner, and for the purpose of offering services in
India, they have registered the domain name
"yahoo.in." In this case, the court decided that the
defendant should be restrained from using the domain
name "yahooindia.com" and that the petitioner
should receive relief because the domain name
"yahooindia.com" is misleadingly similar to and could
be mistaken for the domain name "yahoo.in."

Linking

It is one technique for copyright infringement.
Linking is the process by which a website enables a
user to access another website without ever leaving it.

Copyright infringement occurs when links to content on
another website that is protected by copyright are
included without the owner's knowledge. It is to be
noted that copyright violations may result from
duplicating any work protected by copyright, providing
copies of the work to the public, or sharing the work
with the public. Since linking is such a basic concept,
many users think that preventing links violates their right
to free speech and the ability to move about the internet.
One such technique for using links for infringement is
deep linking. It enables users to go straight to an internal
page from the main page, avoiding the content and ads
there. Although hyperlinks are not expressly forbidden
by copyright law, violators who know they are engaging
in unauthorized copying of protected works are
prevented from creating links that aid in such copying.

Software Patent Infringement

Software, like literary and creative works, are
essentially intangible properties protected by
copyrights rather than patents. Programming
languages are handled the same as any other basic
language, meaning that copyright laws protect them
even though they are not patented, like English,
French, etc. Since patent law offers greater protection,
many nations have been discussing whether or not to
include software programming languages in its
protection. With weaker patent law in force for
software, infringement in the cyberspace is not only
easier but a delightful treat.

In-Lining

A web page might generate a new webpage by
beckoning elements from multiple sites or servers
using in-line linking, sometimes referred to as in-
lining. In case of in-lining, the composite page would
consist of a series of links to other sites and servers.
The page instructs the browser to obtain the images,
graphics, etc. from the original sources when viewing
the composite page.In Leslie A. Kelly v Arriba Soft
Corporation,”® a visual search engine known as
ditto.com produced thumbnail images of photographs
and used them to link to the original pictures. The
plaintiff, a qualified photographer, took issue with the
search engine duplicating thumbnails of his photos,
which, once clicking, opened the full-size image in a
window on Arriba's website. It was decided that the
respondent had violated copyright with this activity.

To guarantee that intellectual property rights are
protected and not abused even on widely used online
platforms, a number of rules have been established in



GHOSH & BANERJI: INTEGRATION OF INTELLECTUAL PROPERTY RIGHTS AND CYBER-TECH 475

several  conventions, including the WIPO
Performance and Phonograms Treaty, the OECD
Convention on Data Protection, and the Berne
Convention. The rights of an individual must also be
preserved with the utmost care as the world quickly
adapts to the cyberspace and lives in a virtual one.
This is because it is very easy to fall victim to
cybercrimes because the offender's identity stays
anonymous, giving him advantages. The fact that
cybercrimes are rising dramatically every day makes
it evident that the laws we now have are not effective
enough.

Safe Cyber Ecosystem with the Help of IPRs Read
with Cyber Jurisprudence

The previously discussed vulnerabilities do not
undo the possibility of IP to unravel its potential
discourse in the divergent cyber environment, instead
if IP is presumed to be a legal personality in itself,
following it being designed with rights to be vested on
its owner, revisiting its wvulnerabilities will
fundamentally allow it to spread its claws with
rationality and  decisiveness.Infringements  on
intellectual property rights are increasingly occurring
in cyberspace. A number of actions taken by the
operators of cyberspace websites led to the
infringement of other website operators' rights,
including intellectual property rights. It is now
essential that people understand how their webpages
and websites are being used illegally. As soon as we
imagine such websites to be of the sovereign, it
becomes a subject of national-interest security. It is
the presence of IP protection on any invention or
creation that safeguard and will continue doing so in
light to cyber threat. The defensive attribute of IP lies
in its enforceability in a court of law with competent
jurisdiction either through statutory or common law
remedies.

If we consider developed nations like US, the up-
gaming they have been doing in regards to setting up
a robust IP mechanism, stands literature lauded.
A 2014 report™ published by the Committee on Energy
and Commerce, House of Representatives, 113"
Congress (First Session), U.S. Government, titled,
“Cyber Espionage and the Theft of U.S. Intellectual
Property and Technology”, stated that there has been
a rise of cyber espionage on an unprecedented scale
targeted theft of confidential business information and
proprietary technologies through cyber- intrusions
emanating from China. The report specifically denies

declaration of war, instead, promotes strategizing with
elements such as defensive cyber laws reading
together with existing IP regime to counter the issue
in hand. This decision was reached taking into
account that IP significantly contributes to the US
economy thereby also encouraging innovation,
serving as a fuel for accelerating economic growth.

The European Union is taking efforts'? to combat
cyber security threats as well. While IPR plays a
significant role in the EU’s economy, accounting for
almost 50% of the EU's GDP and almost 40% of
employment, it is the digital technology has grown
more important in a variety of sectors, including
transportation,”® energy, health care, and finance.
Even if digitalization has the potential to help solve
many of Europe's problems, such as the COVID-19
quandary™, it also exposes Europe's economy and
society to cyber threats. There has been an increase in
cyber-attacks and cybercrime in Europe, both in terms
of number and complexity. This trend is projected to
continue given that 22.3 billion devices are predicted
to be connected to the Internet of Things by 2024. As
a result, citizens are more likely to trust digital
products and services if the cybersecurity response is
improved.” It is equally significant to incorporate IP
education into national curricula to increase public
awareness and educate all key actors, starting from
enforcement agencies to consumers and Yyoung
innovators about IPRs in order to foster a more
knowledgeable and conscious public society. This
will be an attempt to aid cybersecurity legislations in
current times. The EU Cybersecurity Act' entered
into force in June 2019 and introduced:
(i) An EU-wide certification scheme.
(if) A new and stronger mandate for the EU Agency

for Cybersecurity

In December 2020", a new EU cybersecurity
strategy was unveiled by the European Commission
and the European External Action Service (EEAS).
The goal of this plan is to increase Europe's ability to
withstand cyber-attacks and guarantee that all people
and companies have access to trustworthy and
dependable digital services. Regulatory, investment,
and policy instruments are all included in the new
plan. On March 22, 2021, the Council approved
conclusions on the cybersecurity  strategy,
emphasizing the importance of cybersecurity in
creating a resilient, green, and digital European
Union. For EU ministers, achieving strategic
autonomy in the context of an open economy was
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paramount. Encouraging the EU to make independent
cybersecurity decisions will therefore strengthen the
EU's digital leadership and strategic capabilities
provided it also discusses how the criminal penalties
for intellectual property infringements vary
throughout EU nations thereby suggesting ways to
improve the effectiveness and efficiency of IP
enforcement processes through the use of dynamic
injunctions and alternative dispute resolution
methods.

Google, its parent company Alphabet, and two
companies were fined a total of €250 million ($271
million) by France's competition authorities for
violating an earlier agreement on the use of
copyrighted content for training their Bard Al
programme, which is currently known as Gemini.”
The search engine behemoth was found to have
ignored a June 2022 settlement agreement regarding
the usage of news articles in its News and Discover
pages as well as search results, according to the
Autoritt  de la concurrence. Google escaped
punishment by promising, among other things, to
engage in good-faith discussions with news providers
on payment for their content. The authority claims that
Google specifically committed to giving publishers and
news agencies a “transparent assessment” of their
usage rights compensation and to ensuring that the
talks would not interfere with “other economic
relations” between Google and the publishers.
Nevertheless, the authority claimed that Google had
fallen short of those promises in a number of ways.
First of all, it has not been transparent enough in
sharing information with its representatives; it has not
promptly provided the information required for the
agreement's monitoring. Second, the business had
confidently ignored the 2022 bindings by withholding
comprehensive information on how it generates
revenue from news content. Such an instance is a
matter of national security and interest as manipulation
of contractual licenses, by a third party, infringing
statutorily vested exclusive rights, equates with
pushing boundaries beyond the prescribed limit.
Summarily, it is only because of the existence of IP
Protection that the required action was taken thereby
disclosing the potential it showcases in times of threat
and vulnerability.

National Security in 2023 and Beyond: Stepping
Ahead of Technology

Surprisingly®, vastly transformed conceptions of
national security will contribute to the advancement

of global technology civilizations by themselves. As a
result of military policy, the number of new consumer
electronics products is expected to rise. Meanwhile,
the line between R&D for the military and civilian
sectors is becoming increasingly blurred. A very high
probability exists that faster arms reduction
discussions will result in further large-scale
reductions in offensive nuclear weapons.As a result,
the same superpowers that have invested enormous
resources in military preparation and deterrence, and
in establishing barriers to the globalization of leading
technology—will now have to focus on the
imperatives of verification.?*

The struggle between the United States and China
is the focal point of almost every international issue or
field in which the two could come into contact in the
twenty-first century, including sports, politics, and
most importantly where the two collide in the race for
technology. The race between the United States and
China in the technology race has significant
ramifications for national security because cutting-
edge technologies like artificial intelligence (Al) have
the power to significantly alter a nation's economic
standing or boost its military might,?* which could
have a negative effect on rival nations. The
Intellectual Property Laws and Policies that each
nation has in place have a particular bearing on the
technology race between the United States and China.
This is because a nation's capacity to advance in the
race for technological advancement depends on its
ability to provide incentives and support intellectual
property innovations and inventions through robust
patent and trade secret protections. Notably, Chinese
advances include a rise in patents, the ability to
provide injunctions against patent infringement, and
the establishment of specialized intellectual property
tribunals with structures and procedures similar to
those of Western courts.”

The strategic force and counterforce deterrence
concept will be largely superseded by negotiated
agreements. There will be a faster pace of
development for remote probing devices like spy
satellites. With the aid of recently created technical
tools, a new dimension will be added, mutually
agreed-upon, in-depth, close-up inspections of each
other's production and facilities by air and land. If
there hadn't been such unparalleled transparency, the
potential for the opposing side to cheat would have
prevented an agreement from being reached in the
first place.
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The tally of soldiers, tanks, and planes will be
meaningless in the European theatre in the near future
due to advances in technology. In terms of pure
firepower, a conventional army can already
outperform an aggressive conventional army. Tanks,
aircraft, and military formations may all be destroyed
with the use of advanced robotic weaponry.”* NATO
soldiers can interrupt Russian communications while
also preventing them from jamming ours with better
electronic  warfare.®A  computer-aided  combat
information management system enables highly
targeted military operations. As a result, the military
world will become more transparent, more
technologically advanced, and more armed with
defensive weaponry. Chips, computers, and other
precise electromechanical equipment will be needed
in large quantities in the future. Military computer
networks, fast semiconductors, and electromechanical
robots, on the other hand, do lead straight to consumer
industrial items, while H-bombs®don't. All kinds of
civilian industrial, consumer, governmental, and
professional activities will benefit from their use.
They are near cousins to the technical gear essential to
the more efficient creation of virtually anything.

Certain international technology systems, once in
place, will gradually diminish national sovereignty
and autonomy. Consider, for example, electronic
information networks. Material and component
production scheduling, assembly, and testing, as well
as labour allocation, are critical to reducing
manufacturing costs and responding fast to market
shifts in a timely manner for the world's largest
firms. This data must be able to transit national
boundaries  unhindered and very instantly.
Corporations who use computerized network
technology will have such a clear edge over their
competition that every other firm will be forced to
follow in their footsteps. Countries that prohibit
network growth and operation on their land risk being
bypassed as a result of the rapid proliferation of
networks®’. Expect an order of magnitude growth in
the velocity of company change the number of critical
variables to corporate strategy, and new technical
sources at the same time. Starting and running a firm
means dealing with a greater variety of political issues
and new sorts of corporate alliances.

It is obvious that intellectual property is a crucial
and essential part of American national defence. Even
though the United States has historically dominated
the technological race, other world leaders like China

have been able to "catch-up" in this race due to a lack
of innovation or modernization in intellectual
property policies within the United States. Because of
Alice Corp®., the United States has extremely strict
patent laws that have raised the bar for invention and
creativity in the development of new technologies,
particularly when it comes to complex ideas
incorporating algorithms like artificial intelligence
(A).”° The 21st century will see a new era of
technical innovation centred on Al and related
technologies. Countries who are unable to establish a
presence in this rapidly expanding field of technology
will suffer grave economic setbacks. Furthermore, the
United States faces a serious risk from the
technology's possible hostile or military applications.
The rate at which intellectual property laws are
changing, along with China's seeming acceptance of
intellectual property theft and the United States' own
intransigence in enforcing its policies, have cornered
the former. The United States appears to have little
choice but to enact some sort of intellectual policy
shift in order to safeguard its national security and
prevent falling behind in the current technology race.

In the past, we haven't purposefully used tax
incentives to encourage technological advancement,
but we should now.®* Excessive consumption is
encouraged, while savings are discouraged. We need
to rethink our anti-monopoly rules and processes. The
latter were mostly created over a century ago for a
much smaller and isolated country. They are
incompatible with today's sophisticated, dynamic,
high-tech, global competitive society.™

Increase in Sophisticated Attacks: A Smart Move
in the Game of Dice

DDosS attacks against Estonian websites, including
those run by the Parliament, government departments,
banks, newspapers, and television stations occurred in
2007%, during a period when Russia and Estonia were
embroiled in political tensions. Even though
circumstantial evidence points to Russia as the
perpetrator of the attacks, the Russian government has
never confirmed its involvement. When a single
ethnic Russian living in Tallinn became upset by
Estonia’'s actions and decided to act alone, he was
convicted guilty of the attacks by an Estonian Court.*®

A sophisticated surveillance device was discovered
in Dalai Lama's computer network in Dharamshala,
India, in 2009.* 103 nations were found to have been
penetrated by the same network, nicknamed
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GhostNet.®  Although  the  evidence  was
circumstantial, China was suspected of being the
source of this monitoring network. It was also unclear
if this network was maintained by a Chinese
government entity or by Chinese citizens for business
or nationalistic purposes.

Despite the lack of comprehensive federal law
governing private-sector data activities in the United
States, a network of constitutional, legislative, and
institutional  safeguards limit US government
surveillance of US citizens, especially in the context
of foreign intelligence gathering. However, the
American viewpoint is less clear outside of its
boundaries and among its residents. According to the
United States, economically driven espionage is not
admissible under the definition of approved types of
government-sponsored cybersecurity (unlike cyber-
attacks, for example, that impair vital infrastructure).
The 2015 deal between China and the United States to
ease tensions in cyberspace was predicated on a
distinction that essentially allowed digital espionage
as long as it wasn't carried out for financial gain. The
agreement (later affirmed by the G20)* provided that
neither country's government will conduct or
knowingly support cyber-enabled theft of intellectual
property, including trade secrets or other confidential
business information, with the intent of providing
competitive advantages to companies or commercial
sectors”. The norm suggests that cyber theft for
national security reasons is still permissible while
attempting to exclude "commercial" cyber theft.*’

Cybercrime and the theft of trade secrets are
strongly associated. Digital technologies have
benefited innovation and information management,
but they have also increased the wvulnerability of
intangible assets. Core value assets (such as data,
customer  records, security information, and
intellectual property) and operational assets (such as
business-critical IT services) are examples of digital
assets. Trade secrets can shield assets with inherent
value as the law offers these digital assets legal
protection, which helps address vulnerabilities, while
cyber security offers useful, business-critical
protection. Using trade secrets is a strategic choice
made by a company. Firms must take into account IP
procedures to limit usage of their information in order
to preserve a competitive advantage and protect
innovations. Unlike other intellectual property, trade
secrets are exempt from formal registration
requirements, have an indefinite shelf life, safeguard a

wide range of information, and don't need to be
disclosed. Due to the broad definition of trade secrets,
businesses can safeguard everything from prototypes
to client lists. Trade secrets even include setbacks,
including botched scientific trials and software
vulnerabilities. Using trade secrets as a safeguard has
the drawback that their confidentiality is essential to
their application; once disclosed to the public, a trade
secret is no longer one, both legally and practically.

US PolicyMakers are increasingly viewing even
the personal data required to create Al and machine
learning apps as a dual-use commodity with economic
and national security relevance.® Attorney General
William Barr stated® that while announcing the
indictment of hackers who stole data on millions of
Equifax customers, should know that the data has
commercial value and those thefts may fuel China's
development of artificial intelligence technologies as
well as the production of intelligence targeting
packages."”® US actions against Chinese-owned
platforms like TikTok and Chinese investment in US
companies like MoneyGram and Genworth have been
driven by concerns about data security and allegations
regarding Chinese government access to the data of
Chinese firms.

Stuxnet,** a computer virus designed to halt Iran's
nuclear programme, damaged and perhaps destroyed
centrifuges at the Natanz uranium enrichment
complex in 2010 as part of the endeavour. The worm
was later discovered to be a well-designed and well-
executed cyber weapon that required an engineering
effort that signaled a nation-state sponsor. Further
investigation revealed that the worm's designers and
deployers were the United States and Israel, though
neither country has claimed responsibility. It's no
secret that the world's main cyber powers are beset by
internal conflicts when it comes to their methods to
online espionage, law enforcement and data
collecting.”* Cyber-espionage is something that the
US government despises, but acknowledges as a fact
of world politics. The US government is having a
hard time keeping its narrative straight on this issue.
It's problematic for Brussels to demand more of other
nations to defend Europeans' privacy rights than the
EU itself can require of its own member states.
Brussels Confidence in China's new privacy measures
is fueled by the country's wide-ranging security and
surveillance policies, which cast doubt on the value of
the PRC's new initiatives.*” If data security and
national security are now almost synonymous, are
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self-serving approaches still viable? Recognizing
these discrepancies is the first step in dealing with the
difficulty of digital cohabitation, and it is essential to
understand that the only feasible method to overcome
them is through legal and political measures.

The continuing negotiations regarding a successor
to the EU-US Privacy Shield following the Court of
Justice of the European Union’s (CJEU) verdict on
July 2020 in the Schrems Il case*exemplifies the
fundamental issue. The Privacy Shield was created to
allow corporations to move data from the EU to the
US while remaining compliant with the GDPR. At
Schrems 11, the CJEU invalidated the Privacy Shield,
placing a wide range of companies' cloud services and
transatlantic data transfers in peril. An absence of a
comprehensive GDPR-like federal privacy law in the
United States was not the court's concern.

India a Scapegoat in the Cyber Battles of World
Leaders: Digging in India’s Tech Laws

An essential engine of economic growth and a key
pillar of Indian business and government, India's IT
sector has emerged in recent years.* The industry
improves a number of socioeconomic factors, ranging
from living standards, career prospects, to that of
cultural diversity, which benefits an individuals' life
in India. Additionally, information technology has
been instrumental in making India a global leader in
business services and cutting-edge technological
solutions. One of the most anxiously awaited
developments in Indian cyber law is the National
Cyber Security Strategy. This plan aspires to be a
complete guiding doctrine for people, policymakers,
and other stakeholders, as well as a follow-up to the
National Cyber Security Policy of 2013.*° The plan is
anticipated to shed more light on the necessary
reaction mechanisms in the government and other
sectors when it comes to cyber security. For quite
some time*, the Union Government has been working
on a National Cyber Security Strategy, and the entire
world is watching with bated breath to see how it
develops. The strategy should notify the appropriate
authorities of all they need to know about dealing
with cyber security implications in their operations.In
order to address the latest round of national security
concerns, it is imperative to have the necessary
governmental authority to suppress intellectual
property theft and prevent such piracy. The IT Act's
many measures have also made it easier to find these
malpractices. It's also important to consider if one

should prioritise international or national security
over human security.*” One could observe the direct
or indirect links between intellectual property and
national and global security. The literary definition of
human security and national and human security are
intricately linked.

Interestingly, as the intellectual property rights,
especially patents and trade secret have been in
discussion with respect to developed nations above, it
is ideal to delve into the Indian atmosphere. The
Indian Patent Act, 1970 does not specifically deal
with national security, but, under Section 4, it
mandatorily prohibits patenting of inventions related
to atomic energy. Such a provision acts as a
prevention for any kind of internal threats in dynamic
times. When it comes to trade secret, there is no
express legislation for the same. Instead, Section 27
of the Indian Contract Act, 1872 and Non-Disclosure
Agreement (NDA), are the only hope for the trade
secret regime in India. Thus, it is better to state that
several risks are walking alongside India’s
dependence on intellectual property law to safeguard
national security.

When a patent is granted, the data included in the
application enters the public domain and becomes a
vital resource for learning about the most recent
advancements in any given field. Since any
government, business, or individual may readily
access these documents, they appear to be an
important means of technological transfer.”® In
accordance with the Copyright Act, 1957, Trade
Marks Act, 1999, Patents Act, 1999, Designs Act,
2000 and Geographical Indications of Goods
(Registration and Protection) Act, 1999, the Central
Government has the authority to restrict or outright
forbid the import and export of goods that violate the
intellectual property rights of their respective owners.
However, it might even be essential to deal with a
variety of associated issues, like taking police action
against pirates and pursuing legal action for
infringement in order to carry out raids.

Last two year's pandemic prompted a greater
reliance on technology, as well as a greater usage of
networked gadgets and hybrid work settings. As a
result, we are more technologically susceptible than
we have ever been. In 2020*, the Indian government
registered 1.16 million cyber security cases, a 3X
increase over the previous year. Cyber-attacks in
India, as in other nations, risk national security by
gaining access to key government infrastructure.
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Hackers took down the Indian government's two-
factor authentication system used to safeguard its
email network three times last month, compromising
the emails of several government personnel.
Unfortunately, the perpetrators of the attack and their
method of operation are yet unknown.*

In the last year, cybercrime, including phishing,
identity theft, and fraud, has surged. However, the
current laws do not adequately or comprehensively
address it. The infiltration of cybercrime will most
certainly continue to consolidate. As a result, stronger
legal frameworks and stricter laws to combat
cybercrime are even more critical. India has never had
a specific data protection legislation in place. Earlier
in 2021, in December, the administration presented
Parliament with the Personal Data Protection Bill,
2019. In 2020, a Joint Parliamentary Committee (JPC)
was actively considering the aforementioned Bill.™*

Critical information infrastructure and other
national assets are not protected by a formal essential
framework that spells out the response policy in the
event that they are attacked by an enemy. In 2013, the
Indian government announced the National Cyber
Security Policy (NCSP)®?, which included many
measures for combating cyber security threats.
Despite the passage of eight years, only a small
portion of the plan has been implemented, and our
country remains one of the most prominent targets.
The lack of a comprehensive cybersecurity plan or
policy is obvious and increases risk.*” It is necessary
to note that although the Data Protection Bill, 2019
was about to see the broad daylight, it was scrapped
down in 2022.°® Further, in 2023, the government
came up with the Digital Personal Data Protection
Act, 2023 with an aim to process digital personal data
in a robust manner. Not to miss out on the
development, the Act comes with yet another concern
which is accumulation of unregulated powers of
accessing data by the government. This concern
looms around the Indian territory in present times.

Ensuring National Interests amidst the Advent of
Cyber-crimes and Unrecognized Threats

ICT goods, services, and processes need to be
certified to ensure that they meet rigorous
cybersecurity requirements. Currently, EU nations
utilize multiple security certification processes, which
creates market fragmentation and regulatory hurdles.
The EU has now established a single EU-wide
certification system with the introduction of the
Cybersecurity Act:>*

(i) Build trust,

(if) Increase the cybersecurity market's growth,

(iii) Ease trade across the EU.

A comprehensive collection of guidelines,
technical specifications, standards, and procedures
will be provided by the framework. India needs to
develop and put into action a cooperative
cybersecurity strategy that includes the following in
order to achieve stability and security:

Robust Legal Framework

The Information Technology (IT) Act of 2000,
which was passed in India in 2000, deals with
cybercrime and associated offences. Regulations
against cybercrime have been created under the
Companies Act 2013 and the Indian Penal Code,
1860, both of which penalise crimes done in
cyberspace as well. There are also sector-specific
rules in place by regulators including the Reserve
Bank of India (RBI), IRDA Act 1999, the Department
of Transportation (DOT), and the Securities and
Exchange Board of India (SEBI). As a result, the way
businesses operate and crimes are committed online
have vastly altered. Take, for example, the
development of digital payments, which has resulted
in a considerable increase in sophisticated cybercrime
involving digital payment transactions. Lending
firms provide consumers with rapid, frictionless
payment experiences, leaving banks andother
institutions in the payment ecosystem with little time
to identify and respond to cyber threats. As a result,
the Information Technology Act of 2000, as revised in
2008, will very certainly need to be changed, with
cybersecurity criteria aligned with the kind of
information assets managed by certain sorts of
companies.

An Entity for Cyber Response

Any national organization in charge of cyberspace
management should have a clear chain of authority so
that all available resources may be used to their full
potential. Unfortunately, no such framework exists.
In India, there are a number of government entities
that deal with various elements of cyber security.
Cyber experts are assigned to each of our defence
agencies, and even state police have cyber detectives.
Experts operating under different government
ministries and divisions must work together urgently
to achieve a unified aim. A National Cyber
Command, for example, might be formed by the
Government.>
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Need for Protecting Data

Data is a national resource, and cyberspace is
where most of the data are traded. All governments
and citizens that use the internet on a daily basis are
required to adhere to data privacy laws. California
Consumer Privacy Act covers the United States,
whereas the European Union is governed by the
GDPR regulations. Data has been lost by millions of
Indians, however despite this, the Data Protection Bill
was presented to India's Parliament in 2019 and was
also taken away in August 2022. There is no denying
the government's and business India's dedication to
updating India's cybersecurity standards. The business
sector will need to work more closely with the
government in light of the increasing quantity of
digital financial transactions and the current rate of
cyber-attacks in India.The government's laser-like
emphasis on cybersecurity readiness and awareness
has the potential to transform the game.

Hacking, cybercrime, terrorism and insurgency,
and cyber aggression are all examples of a system-
level threat to society. This is dangerous because,
when it comes to cybersecurity, society as a whole
does not act and respond as a cohesive system.
Stakeholders remain separated and preoccupied with
security within their own scope, and as a result, they
fail to comprehend how their own security, or lack
thereof, might harm them.'® As a result, the business
community may exclusively focus on cybercrime,
despite the fact that cyber criminality increasingly
employs strategies and technologies that have
migrated from other fields, such as espionage. Anti-
government hackers have also been known to employ
cybercriminal practices. Accepting in principle that
cybersecurity policy can and should be extended
beyond its default settings would be the first step
toward solving this broad problem.®” The second step
should be to base cybersecurity policy on a set of
agreed-upon strategic and operational principles, with
the following goals in mind; transforming cyberspace
from a permissive, ungoverned environment into a
self-governing network, increasing the costs of use by
illicit actors, encouraging a comprehensive and
inclusive understanding of cybersecurity across
society and facilitating and ensuring legitimate use of
the global ICT infrastructure.

Conclusion
The scope of the cybersecurity danger is such that
contemporary civilization might be described as being

attacked holistically or systemically. To respond to a
system-level danger, a system-level reaction will be
required, so that the operations of various agencies
and bodies complement each other and are mutually
reinforcing, rather than competing. However, a
cybersecurity strategy that involves a large number of
agencies and organizations, possibly from all sectors
of society, including scientific and technological
expertise, is unlikely to be amenable to central
control. As a result, methods at the strategic and
operational levels that are mostly self-informed, self-
governing, and spontaneous are needed, as long as
they are part of a larger, mutually agreed-upon
framework or regime. Establishing an agile
cybersecurity organization, defining a national
cybersecurity doctrine, meticulous planning and de-
confliction, and eventually responsiveness are all the
steps in developing an active cybersecurity strategy
thereby aiming to secure national security as well.
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