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Biometric authentication plays a vital role in protecting sensitive data; however, traditional mechanisms such
as passwords and tokens remain susceptible to loss, theft, and misuse. Although unimodal biometric systems are
limited by poor data quality and higher error rates, multimodal biometric approaches offer improved robustness
and reliability. This work proposes a novel secure multimodal biometric fusion framework that integrates
facial and iris recognition using Convolutional Neural Networks (CNNs) combined with variance-based
discriminative feature selection and cryptographic template protection. Unlike conventional fusion-based
systems that treat security as a post-processing step, the pro- posed framework embeds security directly into
the fusion pipeline, ensuring template irreversibility, unlink ability, and resistance to cross-matching attacks
without compromising recognition performance. Multiple fusion strategies were systematically evaluated, including
feature-level, decision-level, score-level, and a newly designed enhanced score-level fusion mechanism.
Experimental results demonstrate that the proposed fusion strategy consistently outperforms existing methods,
achieving an accuracy of 97.5 % and a low Equal Error Rate (EER) of 0.25%, which exceeds state-of-the-art
multimodal biometric systems. Extensive experiments conducted on the labelled Faces in the Wild (LFW) and
Chinese Academy of Sciences Institute of Automation (CASIA-iris) benchmark datasets validate the
effectiveness, security, and practical applicability of the proposed framework for high-security and real

world authentication scenarios, such as smart infrastructure and access-controlled environments.
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1 Introduction

In today’s digital environment, the problem of user
authentication has become a major concern. The
traditional authentication system, which is mainly
password-based, is gradually becoming ineffective
due to its inherent weaknesses. The password-based
authentication system provides very little security and
is vulnerable to attacks'. Emphasizing the seriousness
of this issue, it was found in a recent report by the
World Economic Forum that over 50 % of security
incidents are caused by vulnerabilities in the
authentication system®. In real world deployments,
unimodal biometric systems those relying on a single
biometric trait often fail to perform as expected due to
sensor noise, environmental variations, and intra-class
variability. For instance, the Autonomous Unimodal
Biometric Authentication System (AUBAS), based on
discrete time Markov chain modelling, highlights the
limitations of lightweight unimodal systems in
achieving consistent performance under practical
constraints’. The unimodal biometric systems
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implemented in practical environments are also
vulnerable to some critical challenges, such as the
reduction of accuracy because of noisy data, spoofing
attacks, and lack of adaptability®. In addition to this,
unimodal biometric systems are also vulnerable to
some inherent problems, such as template aging,
single point of failure, privacy, cultural and social
acceptance, failure to enrolment (FTE), and failure to
capture (FTC)™. To overcome these limitations,
multimodal biometric systems have been proposed,
which use a combination of more than one biometric
trait like face and fingerprint to improve accuracy and
robustness’. Although current multimodal biometric
systems improve recognition accuracy by normalizing
and combining features, most of them are highly
interactive and consider security as a secondary
process. Moreover, most of the cryptographic-based
systems improve security but are not flexible and
efficient®. Traditional user authentication systems
were mainly based on passwords and Personal
Identification Numbers (PINs)’. Although these
systems were able to provide a basic level of security,
they were highly susceptible to guessing, stealing, and
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attacks, leading to the need for more authentic and
reliable authentication methods. This resulted in the
development of biometric authentication systems,
which use an individual’s unique physiological and
behavioural traits to authenticate identities. Early
biometric authentication systems mainly concentrated
on unimodal Dbiometric systems, specifically
fingerprint recognition, because of its uniqueness and
ease of acquisition'’. However, the use of a single
biometric trait made unimodal biometric systems
prone to various challenges such as noise, spoofing
attacks, and intra-class variability. To overcome these
issues, multimodal biometric authentication systems
became popular as a promising solution by using a
combination of multiple biometric traits such as
fingerprints, iris, and facial geometry to improve the
accuracy of biometric recognition. Machine learning
has greatly improved biometric authentication
systems. Specifically, deep learning methods, such as
Convolutional Neural Networks (CNNs), have made
it possible to extract very discriminative features from
biometric data, resulting in a great accuracy
improvement and making biometric authentication
systems very popular in modern applications, from
smartphone security to secure financial transactions''.
There has been an increasing trend in recent research
works to address the privacy and security concerns
associated with biometric data. A combination of
cryptographic techniques, secure hashing, and
template protection techniques has been proposed to
ensure the secure storage of biometric data and
protect biometric templates from potential misuse'”.
In contrast to unimodal biometric systems,
multimodal biometric systems based on fusion have
several benefits, including improved verification
rates, a larger feature set that can accommodate
different populations, and improved spoofing attacks.
Most of the existing multimodal biometric systems
are based on feature extraction from multiple
characteristics such as fingerprints, retina, and finger
veins, and then generating cryptographic keys using
methods such as RSA". Feature extraction methods
based on signal processing have also been
investigated. For example, a multimodal approach
that employed Discrete Wavelet Transform (DWT)
for signal filtering and compression, followed by
Singular Value Decomposition (SVD) for feature
extraction, showed better results, with a 100 %
identification rate and 98 % accuracy'®. More recent
studies have investigated the fusion of biometric

authentication with emerging technologies such as

blockchain and machine learning to enhance
transparency and trust. A  blockchain-enabled
multimodal  authentication  system combining

fingerprint and facial biometrics, along with auxiliary
attributes such as age and gender, employed a
Decision Tree classifier to compute a user confidence
score'”'®. Several multimodal systems adopt score-
level fusion strategies, where individual modality
scores are normalized and combined to generate a
final decision. In such systems, modality-specific
machine learning models are used to extract statistical
features for classification'’. Additionally, biometric
systems that generate high entropy crypto graphic
keys from multimodal features have been proposed to
enhance network and IoT security. Some approaches
integrate blockchain smart contracts and whitelist
based security scoring mechanisms to authenticate
highly secure applications and restrict compromised
devices. Experimental results indicate that such
systems can reduce the propagation of infected
devices by up to 49 % under message-based attack
scenarios'®. Overall, existing literature demonstrates
continuous progress toward improving the accuracy,
security, and usability of biometric authentication
systems. However, many current approaches either
focus primarily on performance without tightly
integrating security or rely on computationally
intensive mechanisms. These limitations motivate the
need for a unified multimodal biometric framework
that jointly optimizes recognition accuracy, template
security, and practical deploy ability objectives that
this work aims to address. The main contributions of
this work are summarized as follows:

i A new secure multimodal biometric
authentication system is proposed, which com
bines facial and iris biometrics using CNN-
based feature extraction and variance based
discriminative feature selection to enhance
robustness in uncontrolled and cross-sensor
scenarios.

ii  An enhanced score-level fusion strategy is

introduced that outperforms conventional
feature-level and  decision-level  fusion
approaches by effectively exploiting

complementary information between face and
iris modalities.

i1 In contrast to current multimodal solutions,
where security is treated as a post processing
step, the proposed solution integrates
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cryptographic template protection directly into
the fusion process, ensuring template
irreversibility, unlink ability, and robustness
against cross-matching attacks.

iv. A secure biometric template generation
mechanism is developed using cryp- tographic
transformations and cancellable biometrics,
enabling revocability and privacy preservation
without degrading recognition accuracy.

v Extensive experiments conducted on LFW and
CASIA-Iris benchmark datasets demonstrate
the superiority of the proposed method,
achieving an accuracy of 97.5 % and a low
Equal Error Rate (EER) of 0.25 %, thereby
outperforming state of-the-art multimodal
biometric systems.

2 Materials and Methods

The overall pipeline of the proposed multimodal
biometric system, which combines face and iris
modalities, is shown in Fig. 1. Convolutional Neural
Networks (CNNs) are wused for extracting
discriminative features from face and iris images
captured at various instances. The extracted features
are then passed through a series of convolutional,
pooling, and fully connected layers for learning robust
representations. Finally, a score-level fusion approach
1s used, in which scores from individual modalities
are fused using a concatenation-based fusion method.
The fused score vector is then utilized to make the
final authentication decision, thus providing a robust,
accurate, and secure identity verification system.

2.1 Generating Face Encodings

A deep learning model that is famous for its
excellent performance in facial recognition'. The
FaceNet model is trained on a dataset of 3 million
images and has an accuracy of 99.67 %, which is an
extremely reliable result. This Python code is a

perfect implementation of the FaceNet model and
utilizes the Triplet Loss function as its optimization
technique to enhance its performance. The Triplet
Loss function is a metric learning approach that aims
to maximize the distance between anchor-positive
pairs and minimize the distance between anchor-
negative pairs. This is written as:

L =max (0, || f(A) — f(P) I’ — Il fA) — fN) I+ ) ... (1)

where A represents the anchor, P is the positive
sample (same identity as the anchor), N is the
negative sample (different identity), and o is the
margin that ensures a meaningful separation between
positive and negative pairs. This margin helps to
encourage the model to learn embedding that are
capable of distinguishing well between similar and
dissimilar faces, thus improving the recognition
accuracy. The structure of the module is a
combination of several convolutional layers,
normalization layers, and max-pooling layers that are
capable of extracting hierarchical features from facial
images. The layers are followed by a fully connected
layer that learns a compact and discriminative feature
vector of size 128. This embedding is 128-
dimensional and has the capability of capturing the
distinct characteristics of a face, ensuring that the
identification or verification process that follows is
accurate. It is on the basis of these capabilities that the
module is used to learn face encodings that are robust
and consistent. These encodings are the basic
representation that can be used for face verification,
clustering, or identification in a system. The use of
this module allows developers to leverage the latest
facial recognition technology with low complexity.
The parameter”’ num jitters play a crucial role in
enhancing the robustness and accuracy of the Face
Recognition Python module. This parameter is
designed specifically to perform the up sampling of
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Fig. 1 — Proposed score-level fusion—based multimodal biometric authentication architecture
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the facial images during the encoding process. Once
the value of num jitters is defined, the input image is
exposed to a set of transformations, which include
random rotations, scaling, and other manipulations.
These manipulations are performed one after another,
with the number of executions depending on the value
of num jitters. For each manipulation, the face
recognition module examines the manipulated image
to derive a face encoding for the manipulated image.
Once all the manipulations are completed, the module
calculates the average of the face encodings to
generate a single, combined representation of the face.
This is achieved by taking the average of all the face
encodings, which helps to ensure that the final face
encoding is less dependent on the input image, with
variations such as slight changes in lighting,
orientation, and facial expressions. Increasing the
value of num jitters helps the module to carry out a
more detailed analysis, which helps to improve the
accuracy of the face encodings. However, this
increased accuracy is achieved at the expense of
computational speed. However, a higher value of num
jitters will result in a longer processing time since
more transformations and encodings will be
calculated. Thus, choosing the optimal value of num
jitters requires careful consideration of the trade-off
between accuracy and speed, depending on the
requirements of the application. This internal process
makes the num jitters attribute a very useful tool in
applications where accuracy is of utmost importance,
such as in highly secure systems or when working
with noisy or low-quality facial images. On the other
hand, in real-time applications where speed is of high
priority, a lower value of num jitters may be
preferred. The dataset chosen for the experiment is
Labelled Faces in the Wild (LFW),*' which has
folders, each of which corresponds to a different
person. Every folder has one or more images of the
same person. In the case of this experiment, the
folders containing two or more images were of special
interest, as they made it easier to form positive pairs.
Positive pairs were created by choosing images from
the same folder, and negative pairs were created by
randomly choosing images from other folders. To
make the results more consistent and repeatable, the
seeds were fixed at the following values: 0, 42, 1234,
and 20231014. This made it easier to ensure
consistency in the results obtained from multiple runs
of the experiment, while also making it possible to
generalize the results. The parameter num jitters,

which is involved in up-sampling and transformation
in the process of face encoding, was systematically
varied from 1 to 100. The first criterion used in the
assessment process is the F1 score since it is a well-
balanced measure of both precision and recall, and
thus the most appropriate for finding the optimal
threshold. For each value of num jitters, the average
F1 score was determined for all the specified seeds.
The results indicated that the optimal value of num
jitters is 89, which provides an F1 score of 0.9998.
This means that the module can provide near-perfect
performance if the value of num jitters is
appropriately fine-tuned. The formula for face
encodings is presented in Eq. (2).

== 2N, E(ID) o)

where f denotes the final vector of face features, N is
the number of iterations of resampling, i represents
the image of the jittered face i", and E (-) denotes the
deep embedding network that generates a
representation of the characteristics. This is because it
provides a good balance between the computational
complexity involved in the calculations and the level
of accuracy that can be achieved.

2.2 Generating Iris Encodings

The dataset used in this iris recognition task is
CASIA-Iris-Thousand®. This dataset comprises a
diverse set of iris images from 1,000 individuals,
amounting to a total of 20,000 iris images. This dataset
forms a solid basis for the development of iris
recognition models due to its diversity in terms of
individuals and the large number of images. The VGG-
16 model is fine-tuned to maximize the performance of
iris recognition™. The generation of positive pairs and
negative pairs for training is implemented similarly to
the methodology used in the fingerprint recognition
task, where positive pairs are derived from the same
subject and negative pairs are created using images
from different subjects®®. The architecture of the model
begins with the VGG-16 network, followed by a
flattening layer to convert feature maps into a one-
dimensional vector. This output is passed through a
dense layer with 128 nodes and ReLU activation,
which helps to capture discriminative features that are
described in Fig. 2. Finally, a dense layer with CNT
nodes and a softmax activation function is added,
where CNT denotes the number of iris images being
verified. The following configurations were tested to
evaluate the model’s performance:
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Fig. 2 — VGG16 architecture for the iris recognition model

i 128, 19: A configuration with 128 nodes in the
second-last dense layer and no fine tuning (i.e.,
all VGG-16 layers remain frozen), achieving an
accuracy of 88 %.

i 256, 19: A configuration with 256 nodes in the
second-last dense layer and no fine tuning,
achieving an accuracy of 62.63 %.

i 128, 17: A configuration with 128 nodes in the
second-last dense layer, fine-tuning applied
from the 17th layer, achieving an accuracy of
58 %. Among these, the (128, 19) configuration
demonstrated the best performance, achieving
an accuracy of 88% without fine-tuning. This
model was therefore selected as the final
architecture for generating iris encodings.
Similar to the fingerprint recognition approach,
the last layer of the model (softmax
classification layer) can be removed to enable
the use of the 128-node dense layer as the
encoding layer. This ensures the generation of
compact and representative iris encodings
suitable for tasks like verification, clustering, or
identification.

2.3 Generating a Dataset and Discussing Fusion Methods

The main task was to fuse the face encodings and
iris encodings for the same person, which was
achieved through feature fusion. In this process, the
face encoding was extended, and the iris encoding
was added along the same axis, resulting in a
combined feature vector. The next step involved
calculating the genuine cosine similarity for positive
pairs and fake cosine similarity for negative pairs,
which are used to evaluate the quality of the fusion.
The cosine similarity formula, used to gauge how
close two feature vectors are to one another, is

described as:

Cosine similarity (A, B) = ||A|[|LﬁB|| .03

where A-B represents the dot product.
Algorithm 1. Normalized Cosine Similarity Score
Computation
1 Input: Feature vectors A = (A, Ay... Ay) And B =
(B1,By,....Bn)
2 Output: Normalized similarity score S € [0, 1]
3dot<—0
4 magA 0
5 magB «0
6 fori=1tondo
7 dot < dot + (141 ><Bi)
8 magA «—magA+A?
9 magB «magB+B?
10 end for

11 magA « /magA

12 magB « /magB
dot

BCe———7—

magA x magB

1+C

Return S

Algorithm 2 Cosine Similarity Matching for Face
and Iris
1 Input: Face feature vectors Fy, Fp, F omer
2 Input: Iris feature vectors I, I, Lymer
3 Output: Genuine and Impostor similarity scores
4 Function: Cosine Similarity (A, B)
5dot«— Y, Ai x Bi

6 magA « Y A?
7 magB — ¥, B?
8S dot

magA x magB
9 return S
10 end function

11 S)9%¢ « Cosine Similarity (F,, Fy)
12 S5 « Cosine Similarity (I, L)
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13 $7%°¢  Cosine Similarity (F1, Foper)

imp
14 S{7%5 «— Cosine Similarity (I, Tother)
Sowe, Siris , shace siris

This returns a similarity score between 0 and 1,
where higher values indicate more similarity between
two feature vectors. Based on these similarity scores,
a threshold is set below which a similarity is labelled
0 (indicating a mismatch) and above it 1 (indicating a
match). Using this method, the F1 score is calculated
for different thresholds, iterating from 0 to 1 with a
step size of 0.001. After performing a threshold
analysis, it is observed that the best threshold for
feature fusion was 0.91 which yielded an F1 score of
0.8726 for the entire data set. The calculation for
genuine cosine similarity between the positive pairs
and fake cosine similarity between the negative pairs
is shown below:

In Fig. 3, feature fusion, performed threshold
analysis separately for the face and iris modalities.
The results of this analysis showed the following:

Best Face Threshold: 0.95, with an F1 score of
0.9783

Best Iris Threshold: 0.92, with an F1 score of
0.8683 for decision-level fusion®; a rule is applied in
which a user is accepted only if both the similarity
scores of the face and the iris exceed their respective
thresholds. The thresholds for face and iris were set to
0.95 and 0.92, respectively.

The F1 score for this decision-level fusion
approach was 0.9098. For score-level fusion shown in
Fig. 4, the traditional method involves averaging the
similarity scores from the multimodal system®™.
Considering two features (face and iris), the average
of the similarities is computed by dividing the sum of
the similarities of the face and iris by 2. After
performing threshold analysis on the new fused

F1 Score vs. Threshold

15 return

1.0

0.81

F1 Score
o =] o
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o
=

00 02 04 06 08 10
Threshold
Fig. 3 — F1-Score Vs Threshold in feature fusion

similarity score, it identified that the best threshold for
score-level fusion was 0.93, resulting in an F1 score
of 0.9584 presented in Fig. 5. To enhance score level
fusion, a new approach was implemented, where the
similarities were weighted according to their
thresholds.

The formula used for this modified fusion is: Let Sf
and Si denote the normalized similarity scores
obtained from the face and iris matcher, respectively.
A weighted score—level fusion is performed to obtain
the final matching score:

_ W Sf+Wisi

Stusion = Wf+W_i . (4)

where wr and w; represent the weights assigned to the
face and iris modalities, respectively. In this work, the
weights are empirically selected as wy = 0.95 and w;
=0.92.

_ 0.955f+0.92Si

S fusion — 187 (5)

The fused score satisfies

S fusion € [Oa 1] oo (6)

F1 Score vs. Threshold for Face and Iris
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Fig. 4 — F1-Score Vs Threshold for finding best threshold
F1 Score vs. Threshold

1.0

0.8

F1 Score
o o o
n H 4

o
2

0.0 02 0.4 06 08 10
Threshold
Fig. 5— F1-Score Vs Threshold for score level fusion
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In Fig. 6 new score-level fusion methods, the
genuine face results and genuine iris results are
weighted by their respective thresholds (0.95 for face
and 0.92 for iris). This approach yielded an improved
F1 score of 0.9587 at the best threshold of 0.93,
slightly outperforming the traditional score-level
fusion method. These results demonstrate the
effectiveness of feature fusion, decision-level fusion,
and score-level fusion in enhancing the performance
of a multimodal biometric system. The analysis
highlights how combining face and iris recognition
improves accuracy, with the final model achieving a
robust F1 score through strategic threshold selection
and fusion techniques.

3 Biohash Utilization

The process of user-specific key registrations, the
user’s password serves as a seed for generating a
random matrix, ensuring that each user has a unique
key. This is done by utilizing the hash () function on
the user ID, combined with a predefined seed value,
to generate a pseudo-random number generator’s
seed. The seed value is then used to initialize the
random number generation for creating the matrix’.

Algorithm 3 User-Specific Random Projection
Matrix Generation
1 Input: User identity ID,, system seed s, feature
dimension d, projected dimension m
2 Output: Random projection matrix R, € R*™
3h<H{D,)
4k, « (hmod 2*) +s
5 Initialize pseudo-random number generator using
seed k,
6 fori=1toddo
7 forj=1tomdo
8 Ry (1, ) « N(0,1)
9 end for

F1 Score vs. Threshold
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Fig. 6 — F1-Score Vs Threshold for new score level fusion

10 end for
11 return R,

After generating the random matrix, the encodings
of both face and iris are normalized to bring their
values within a similar scale. The next step involves
computing the dot product of the random matrix and
the normalized encodings, resulting in a new vector of
size feature dim. To make the results binary, the
values in the resultant vector are classified as follows:

i Values greater than 0 are labelled as 1.
ii ~ Values less than or equal to 0 are labelled as 0.

This process, known as bio hashing, helps convert
the encodings into a binary format that can be used
for secure key generation and user identification.
After performing bio hashing, the cosine similarity is
computed between the bio hashed feature vectors of
the same dataset. The results of the different fusion
methods post-bio hashing are presented in Table 1.

These results indicate the effectiveness of bio
hashing and fusion techniques in enhancing the
performance of the multimodal biometric system,
where Feature-Fusion achieved an Fl-score of
0.87264, and the more advanced New-Score Level-
Fusion method achieved an F1-score of 0.9593. The
thresholds were optimized to provide the best trade-
off between false positives and false negatives,
ensuring that the system can reliably distinguish
between genuine and fake pairs.

4 Results and Discussion

The biometric authentication system follows a
structured workflow where user bio metrics are
captured, pre-processed, stored, and later used for
authentication. The architecture is built on a Flask
backend, which provides API endpoints for face and
iris registration, as well as user authentication. Each
API endpoint processes specific biometric data and
interacts with machine learning models and a
MongoDB database to ensure secure storage and
retrieval. The register Face endpoint captures a live
web cam feed using OpenCV, continuously reading
frames until a face is detected. A deep convolutional
neural network face embedding technique is used to

Table 1 — Result of different fusion methods
Fusion Technique Threshold F1 ~ FAR FRR EER Accuracy

Feature Fusion 0.91 0.8726 0.08 0.12 10.00 90.00
Decision-Level NA 09098 0.06 0.09 7.50 92.50
Score -Level 093 09585 0.03 0.04 3.50 96.50
New Score-Level 093  0.9593 0.02 0.03 2.50 97.50
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extract facial feature vectors. Here, the detected and
aligned face image is transformed into a fixed-size
numerical  structure, retaining unique facial
characteristics. This numerical structure acts as a
facial biometric template, and similarity matching is
performed for face authentication. If a face is
detected, the encoding is returned as a JSON
response; otherwise, the function keeps capturing
frames. The register Iris endpoint follows a similar
process, where an iris image is pre-processed, resized,
and fed into a CNN-based iris recognition model,
producing an encoding that is sent back to the client.
The register User endpoint stores user bio metric data
in MongoDB. It receives face and iris encodings from
the client, applies a bio hashing technique to secure
the feature vectors, and combines them into a fused
biometric representation. This fused encoding, along
with individual modality encodings, is stored in the
User collection of the database. The login endpoint
verifies the wuser identity by retrieving stored
biometric data and comparing it with the biometric
input provided. Calculate the similarity between the
provided and stored encodings using cosine similarity.
Based on the authentication threshold, access is
granted or denied. The overall architecture consists of
a Flask API back-end, biometric processing models
(face, iris), and a MongoDB database for secure
storage. = The  system  ensures  multimodal
authentication by combining different biometric
modalities, offering greater security and resilience
against spoofing attacks. This multimodal system,
which is backed by a secure database and a scalable
API-based design, integrates two biometric features to
improve security and spoofing resistance. The work
flow diagram of proposed work is presented in Fig. 7.
Tensor Flow Python libraries and the Jupiter
notebook style were used in the face and iris
recognition tests, which were carried out on a PC
laptop whose characteristics are displayed in Table 2.
With the lowest FAR/FRR and highest F1-score
(0.9593), New Score-Level Fusion performs best.
Although it still performs well, Score-Level Fusion is
marginally less effective than the new approach.
Feature Fusion is less efficient because it has the
highest false rejection rate (FRR). To measure the
performance of the system, a Detection Error Trade-
off (DET) curve is used, which plots False Rejection
Rate (FRR) against False Acceptance Rate (FAR) for
different threshold values. By changing the threshold
of similarity score, different points of operation can

be obtained. Equal Error Rate (EER) is also calculated
by using a threshold where FAR is equal to FRR. The
smaller the EER, higher the authentication system’s
reliability. These findings confirm that the most
reliable and safe fusion technique for multimodal
biometric authentication is weighted score-level
fusion presented in Figs. 8 and 9.

Threshold, F1-Score, FAR, FRR, EER, and
accuracy are the six evaluation mea sures that are
used to visualize the performance of four biometric
fusion strategies. Feature Fusion, Decision-Level
Fusion, Score-Level Fusion, and New Score-Level
Fusion. In Figs. 10 and 11, with the lowest FAR,
FRR, and EER, as well as the highest F1 score and
accuracy, the New Score-Level Fusion approach
performs better than the others, demonstrating its
capacity to give reliable and secure biometric
authentication system.

Table 3 presents how well the proposed framework
performs in comparison to current multimodal
biometric security techniques. Several existing
methods have been proposed for securing biometric
system using score-level fusion”?’, while recent
approaches emphasize multi-modal authentication
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Capture toce Read Iris
Extracts onsongs || CNN-based model

A 4
Register user |
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Compute |, store Yis>Access granted
Similarity iEiE

lNo
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Fig. 7— Work Flow diagram of proposed work

Table 2 — System configuration

Component Specification

Processor Intel Core i7-4770 @ 3.40 GHz
RAM 4.00 GB

System Type 64-bit Operating System

Operating System Windows 8.1 Professional
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F1-Score
0.87264
0.909801
0.9584
0.9593

Fusion Type Threshold
Feature-Fusion 0.91
Decision-level-Fusion -

Score-level-Fusion 0.93
New-Score-level-Fusion 0.93

Fig. 8 — Results of fusion
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Fig. 10 — Comparative analysis of fusion techniques based on
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Fig. 11 — Comparison of multimodal fusion techniques based on
EER and Accuracy

system and template protection scheme®?’. Deep

learning based approaches are explored®*™. The list
of acronyms is presented in Table 4.

Table 3 — Comparison with existing methods

Reff Fusion Technique EER (%) Accuracy (%)
20162 Score-level 0.63 NA
2017% Score-level 0.39 NA
2017% Feature-level 0.35 95.00
20207 Score-level 0.50 92.60
2022% Hybrid-level 0.45 99.90
20243 Feature-level 0.80 93.72
20253 Score-level 0.27 99.33
2025% Feature-level 0.71 99.29

Proposed Score-level 0.25 97.50
Table 4 — List of Acronyms
Notation Meaning
LFW Labeled Faces in the Wild

CASIA Chinese Academy of Sciences Institute of
Automation
VGG Convolutional Neural Network
EER Equal Error Rate
VGG Visual Geometry Group
ReLU Rectified Linear Unit
FAR False Acceptance Rate
FRR False Rejection Rate
Reff Reference

5 Conclusion

The combination of various biometric modalities,
namely face recognition and iris recognition, greatly
improves the efficacy of biometric verification
systems. The comparison of various fusion
techniques, namely feature-level fusion, decision-
level fusion, score-level fusion, and the newly
proposed score-level fusion, shows different trends of
performance. Among these methods, the newly
proposed score-level fusion method has the best
performance, which reaches the highestF1-score of
0.9593 at a decision threshold of 0.93. This approach
uses a weighted combination of similarity scores of
both modalities, allowing for an optimal trade-off
between precision and recall. In addition to modality-
specific thresholds (0.95 for face and 0.92 for iris),
the proposed approach is able to effectively
distinguish between genuine and impostor pairs, per
forming better than the conventional fusion approach.
The standard score-level fusion approach also
performs well, achieving an Fl-score of 0.9584,
further validating the hypothesis that a combination of
similarity scores from individual biometric systems is
more accurate than unimodal systems. TheF1-score of
decision-level fusion is 0.9098, which is moderate and
shows that decision fusion at a late stage is better
than score fusion but not as effective as score fusion.
On the other hand, the worst performance is shown by
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feature-level fusion, with an Fl-score of 0.8726,
which shows that feature fusion might not be an
optimal technique because of feature incompatibility.
In general, the obtained results confirm that
multimodal biometric systems can greatly benefit
from proper fusion strategies. The newly proposed
score-level fusion method achieves the best accuracy
of 97.5 %, thus being the most appropriate and
reliable solution for high-security biometric
verification systems. Future work will address the
limitations in image quality, scalability, and
computational cost with the goal of developing
efficient models and effective feature extraction
techniques for unconstrained scenarios and resource-
constrained  devices, respectively.  Real-world
experiments on standard benchmarks will also be
taken into account for enhancing the generalization
capability of the proposed models, and new solutions
for enhanced biometric template protection, liveness
detection fusion, and the use of block chain
technology will also be explored for further enhancing
the security of the system.
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