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WIS

R fefitea aRad= & g &, e ooy SR wEar g weayet e & faug a9 7 ¥ wife gEer gone, qeds o 2o s
% fil0 @ @AR 9¢ @ E 1 9 o #, a¥ 2020 ¥ 2024 T YHNAA A@ HN @EeAfeF iR fafeamizes fagawer fhr @ g, S
HTEER SUE, HTZX G, U “Fedsh AT Hiag Rl a9 it 6Ed L2aE (Web of Science) & U g U ¥ | 274 e gred
T, 3R 20 H 5 qU1 % {7 Bied & @16, Sifqw 22de & 149 TEAAS U &V | HA Te-geT TH=, it & T gAr T S a9
# 99 ge-w@d & fU VOSviewer HIFIR &1 SWAN fhar war &1 28 fagawor § war @en fF aew @l & fau Jeder
AT ol @l B ard et 1 B qoigd &, S 3 fas &7 & weie @i, Sv @i oin aremer fageor & gef 239 ¥ | g,
JUAT 3R AT @ TedN SRS STIEA FeAN & TIE hal & &9 F & % | [EEE UHRE SR TAFa STl qehridhl rrehret
1 YRS BT 1AM ST I T | 36 Oudd, sithe, agar IET SR Sk HF SR &3 a6 ot s & ufeads & & & w9
# R T 2 | Ao § 98 qqr a9 ¢ {6 AIgaR STURTe #1 SAhA Fe arel oie qg-fawaes ofX Afyad ¥ ofR Sfew |neear grem
TET AN B B & fou dfvaw FEdRT H Hehd I € |

e oIg: HIZEE ST, HIZAX GRAT, Jeddh gYAl, @Eriih

Mapping the Growth of Cybercrime Research: A Global Scientometric Analysis
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Abstract

In the era of continuous digital transformation, cybercrime and cybersecurity have become important research topics as threats to information
systems, networks, and data integrity continue to grow. This research conducts a scientometric analysis of articles published from 2020 to
2024, collected from the Web of Science database using the keywords "cybercrime," "cybersecurity," and "network security." A total of 274
records were obtained, and after filtering out the data for 5 years, the final dataset contained 149 documents. VOSviewer software was used
for keyword co-occurrence mapping, bibliographic linking of sources, and cross-country co-authorship. This analysis revealed a strong trend
toward research targeting technical solutions to cyber threats, particularly those related to machine learning, deep learning, and behavioral
analysis. England, the USA, and India were identified as major centers of international research collaboration. Technical journals such as IEEE
Access and Electronics were found to be the primary sources of publication. Conversely, emerging trends such as blockchain, cyber grooming,
and deepfakes were also identified as areas of research change. The analysis reveals that research assessing cybercrime is multidisciplinary and
global, indicating global collaboration to address complex cybersecurity issues.

Keywords: cyber crime, cyber security, Network Security, scientometric Analysis.
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LISIEE)
AT ot feforeat g 4, |rear gra gatea yrefHenar
FAAT T & & HiTeh hrides [T H TAR Sedl o1 T8l
&, S ATEaY @adl 9 S1er SRaT UsT YT © | et gear
T HE -3 TRUTITE &, Wik T8 AIE AR WX J2ah,
IetEAl & aA & fore Tenfue ufsharett ofiR enfier & wv
§ qRIIYT fRaT ST FehaT & | @ad H1 IResd Bl a8d
AR @l % T HAAET BT HIEET IO & [T T8
ITT dhATHE BT ITINT X T & (Pfleeger & Pfleeger,
2015) 1 2023 &I 327 i/ i RAIE & T8 GAATH SAiehsi
¥ H Uk 98 & 80% A 31fere Sectaql | hafyraa iy
T | AT 29 SNA &, S Gl & Hiar J8a¥
TIEaY & =07 &f Sasgear W 9 a1 & (Verizon,
2023) |
A B FRITerdt & & aTet @aRi T JebTarell e & fare
FH B TE &, TaH gaUS T Ial A arel [ a1 gaqus
Tl YA HI AT e, Ui Wbl iR FRI-28
WW(ZTA),%@WWQT@H%(RO%
et-al., 2020) | Tei a foh nfefpfame 2fosia (AD) 3R
A AT (ML) T SUART GR&m Ml bl @adi &1
TN STR aerl &1 fagersor we 3R fagfaat @ gar
T S G BT AT o H TSIl B b [T {haT
ST TeT & (Sarkar et al., 2024) | THRI R FEmH o
AIEaT & Dl T FATAT bl AN B & [o17 TILETT
TS 2| SeE & oy, gudE |E § A 2o geel
fafaws (GDPR) # |&d 221 §Ram 99 &, 3R NIST
HIZR & Tl H Aoyl If-ardl T | Haferd e
& T F & g wnfes™ afaa & (NIST, 2018) |
|1 &, ISO/IEC 27001 S STSIT A FaT Feam
yaee gonfeal & AT s EET YeN B & | Bl
THN, faf-ames drger e & T A Sl RT3 ©
g, TiehT T HHYLR, e AT &4 (IoT) 3R 5G
TTTeh o <10 ATeer e Iumi & FRa el Srarsaenan
gt & (Cloud Security Alliance [CSA], 2017) | 6%
STRITT, |ZER BAA ol & Al %6l UM &R T8 &, ST 18 e

At YT @ g, e [ sgdmes & smasaenar
A T

TG ISR TR T gaT Gael STl 5 "Ea
T ST WL ST § Hafer Siver Haof 1wz & forg
TqTeeh Tl 99 7T 1 Tame SR anfere (2015) F 39
TRT BT SEATA (hAT ST TATAT foh bl TIEaR e a9d
& | B U ABIRHED FeAT § Ueh SADIEHED ST
¥ uRafda & 1 SE-E Bied @l & an § ==t
TSI & W ATH &l o W &5, deak g
STIEYT & A= 9% @ ¢ |

fafir=T sregaat = fue 20 auf § ATEaY G iR
AR U0y qifed & I o adam Rafq @
W%W@WWWIW&Peng&Lemke
(2023) ¥ 26 AT HT AGTET § ATYaeh HEL T TS0
F & [T T 9o (R-package) fafsamafeaa six
FrATTEFR (Vosviewer) T IUarT fohar, e et
SEL0T, FEANN AT e SR A3aT GR&T  AEaT
Y FATHEE F THI ATl T TeeAl R ==l bl e |
Nobanee et.al. (2023) 5 1999 & 2021 TF 749 (€
FIAT T FHIET T SR AT e AR § Farerd s
§ oAU B W & U a@et, a9, e o
AfqeT 1 [T H TEA Bl | ITHRT 0 & & faeh
3R aIfecd & faera & &= & &9 Jaardg of @ 8, 39
W TH A9ga Adgre df | Poonam etal.,, (2022) ¥
YHTIHT H BT & H &8’ gh bl | e fham, qeaw
& AqE & [0 gaar o FgeX o & Th
U@ ATSede & &0 # G&dMI, 3R TRl § qednT
3T 31g U fohm (A9 $319) ST I Jah1er S |

ST U2 310 (2024) T 2018 | 2023 T 22T GR&m
TR e feRa, T €Y ST YAl | Sl a1 /I H SAThRT
TN FHAT 2018 H TG & AT B M, AR AN T dad
ARHTT 22T G & Jgad H Jad1d Pl S0 &, diedh
TR Tl 8 T ST T UX JaaTd i 9rdr & 1 Ali
& Mushtaq (2024) 9 2013 ¥ 2022 T% AUH €9 I
QR HIZR GRET Hiied 1 [Ggawor {har, s Femre
ygfal, T aEw AR Hasare & aid w TE, e
QIEER S AT AEH geh (G907 & bl WT Yeh o T
IYART W s {9 e 971 &= T2l 73 1@ | 6ty o
TSI, ST o ol | gl IR fafrer & & &7 3T deba
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countefijjeasures

new'k
cybersecur‘ educatlou. -
; detegtion counter-extremism
g
Gt biometri
© avesity  @°°" g blockch’
- abuse mach?he emic cyber investigations
criminelogy - l .
cyberspac:y iot g @P
® & g business cyber incident
. Sgpet ;- e deep fakes
< . - ization cybergrooming
cyber situati wareness a( C nel
classification 'Ina(:hlne |$mln§ arison traditional crime geography
- vlﬁlng cnme
‘yar us'
autoencoder cyber beggfits
cosine similarity
computer search
botnets
for 1 — @A aftr

& AT e B |

FHTEIOTAT

T H AEE AU AR AEA GREm H aH
QT FAITaTsh bl ST o & fo1q Uk et St farsriaa
gfteehior &1 IUFrT fohar o e fau 39 oife ase
I T AT T T 2 | @ Rl FT B B SUAnT
T AT STIE, WA GRE, SR Headh gear Hias
& AT FaATTerd [hAT T A1k I8 FHTYa fhar o | b
faf= YR & UTEiTe &S der f6 I g |

T 274 TROMT T | SRS bl TG Gread
A & o1, B 2020 | 2024 T T T Bl HitHd AT
e, o g EeT 149 R ure g0 1 149 RefE
T 50 ST W, 376 GHIET 7@ 3T 91 T hEdrel I=
et |

AR 1 9ehr & fageor fonfed feg -

1. HaE GE-9 (FHas Bl i) f[aauer 98 9ed
T TS & fog fob i & giver foore, s
3R e day aifee o2 e € |

2. afyas FEdNT STHHY Hedd & qdr T & oy
T BT Te-0Egeh U fa9aao |
3. @l & Y I, T8 qqT T & o 6 B
AT gt TR e HEare! Uh-gay d qa
stfees dafea &, St 7 29 &5 o adm arqEae
YT Tl BT TEd B H AEE Bl € |
fasqmor IR ==t
1. HgE -G (keyword co-occurrence)
VOSviewer a8 Fe-HAT AU FEaT STYE
STEET H AT fawat 3R 70 9 SWRd fawai a1 st
YET AT & | “ATEaT e 9eg HiUT § a9 31fered ar
TEEI fhT S a1 3R 2 §T HES % w9 § faan)
T AT & S Aot G el bl a@HT Wt fea=e T,
I8 TMT & foh TR & UF F2T G Aol Al
3R fagaooneTs Tl & AT ¥ |IEa) Gkl & uar
T 3R S b W hind & | G & qrT I8 o
1 G 2 M O ol e L o | EC R K M
T AT S gl & 9 goga gde 8, e sref
 fop TaeiraT e SR fagaaoees Tl & aread |
TR A B! T6d AR AT & {7 HIer 28 9% qed
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o T 31 w2 U= (G, ST @i, SHeuAmsy, 3
‘e RARer) 3= FFgeama fafedt (oF, Jiehd
THERIOT, Y2 TedT & aileh 3T aHIehTo/2RET) & SuanT
SRY ST BT JERT QISR STUTE FeR & ATaelia, s
3R Afcep AT 92 9Mer a1 HHad: af & SR Heba el
, 91 Argar StuRredt wfafafer & fafe seeiferr 3R Ieent
B TS | TSN S & S Bl Yohe il 8 |

I IR 31feres fafdree o &= & qnfae 2 “seiteba,
HTZER T, b, R BIS-THAE) | T fo
qfqsr & 9ier & fore sraest & wfafafae & § #=ife
fefoea @@ afewar & om sed wd ¥
2. @il F Hﬂ'@iﬁ I (Bibliographic linking of
sources)

= 2, VOSviewer %Wﬁﬁrﬁﬁ@ﬁwﬁﬁ
T AT A Ge-I&0T AHr B AfaHred Har & |
HHRES H hg q99 999 9id, ‘GEieE A% T 16370
(ICCWS 2021) &1 Fiat-iere el 8, S q9ad: dgay
TRET & HaH H AT FIAAT UMl I SR Ueh SR
T BT G T & | o o gamar & {6 ae a7 o
fasafa ga & g8 sifere Iga ar dehid gl § & us
& 3R STIEY T9R & U6 Y@ 91d o7 |

T FedqoT 9 & Hepear & Gafed o= Hifesw o
%, S "IEEE Access," "Electronics," 31X "Sensors," {5

education and information tech

security journal

proceedings of the 16thintern

. <
15th international conference .‘

‘se ‘rs q.re”ds ia'n!&crime

‘6’2%22nd international confer
. . . N4
20283 ieee |nt,t|onal confer

plos one

o =

‘e
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qqd 9@ Wi & Y We-Igd Wl fhar mr e 3=
RISl W HHX, Tl AR U YTl o
T Aogq gfeer | fafire @@, 5 i "PLOS ONE,"
"2020 IEEE Zefersie oif f2uzad, o) wmfas & fhar
T ferd fafi=T SIS hriarel, G e Aidi
q TET AU q3 Tel &, A [0 & Th & F g
AT & S SAfErR ST AT SA:fAw T | AHer 7 Ui,
TR SR AT FeITsti R hid aedl S fawar &1 o
T &, fI9 w9 § I Gl & AT § S Sordrsi e i
ST e SiR Ffod STae § Sisd & | I qedhara
ERT AT 3R ZFeR (G5 & T Tehrleh! STTHET Bl
Sed & foTT 98 5T 9aTe &1 SfaHiee e |
3. QoM FH WG

o 3 98 9WeM ¥ Weg war © 6 fR9 U@R 2w
qe-cTad a1 FEdr JeIel & A 8§ 93 g0 8, I [
T & qe-qedIT dedh § YSiid SRR JeanT &
T (I TENE) B AT & | HERET J 3E H 39
1T U 9@ %2 1 G &1 &, [919 9 § 9, Juan,
& AT | TE HAT T T & foh SErhar a1 Hed qiga
I STIHE & U GedRil g & |1 93 g0 & 31X
FT HHT S & § STed e qae faemtad e |

JUAT UF Y@ dfvad qedrh faarst o g, S 6
Froiz (S o Ted I foham A %), Sored, S SR
e, TR & 1 T8 Gt qae § Yo e & |

2020 ieee intliggnf on dependa
> 2092 14th integhational con'

fo=r 2 — @@ sfoss g9 MU A
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algeria

england

is@el : ws!zedvublic

. gerf@any

austria

= 8 — 3977 H ge-wiET Yo

g & =9 fAST AFREOT 9 7 haw Jua & Aisaw
IR IO ATHLN H Ueh [Eel1s! & &9 § U&=, diceh
TEUETT aRASTISt § JUan i qRiierd @ 9 dehd far,
fasie €7 § A 9fvEH T oI 7eg gudE 9 (S9Ea
qied) & qrT |

IRA 39 A H U SR Sad A1S 8, S qiha,
THAT 3, Sifesferar, ST HIRar SR IS i 391 & are
Hae TS HIAT &, el FHael HT B d19aeh qrEan
SIS SR eddh § [aeraeiia T &l a9 &, fasn
Y H TR SR g 91 | | BIE A28 it
AT HY @ & | T BIS 3R FH Ha dichT [T ot
HEYO! - FiHeT AT fFenraelier S Weas J qriter &
Hebd I & | GEArl A2 & &g ° 999 &9 § TE e
TR, IAh SURAFT AIZER ST STHen | a¢f 5% afvasw
B @l 2w |

HI=TT AEER AU FTEU W FedT H dled
29t o feren fafaer oiR Tem g Seds @i ufatfera wear
2| g3, IUAU SR YR T99 B 2, S AT e
T A H S 9 AR TS Hl I 2 |
T4t iR frewd

fISeToIoT I8 T9Tie & foh “ATEay SToRTe 39 91y &7 &l
FEE I 2, 3R A @Al & A9 § FEE ghen,
AT AT SR IR 9w & ded IREd 7 98 &0
T BT Hebel (4T | Tl SR TORTeT Haelt qeait &
I Ueh GelshaTcadh 98 § UL Al S {aug Sqgem

ygfat anfed # °TE T2 | et g [gauor | e
aifed H AUl UHRIAT 1 Gebha fear, | e ar
T YH9E (A9, IEEE TaRE 3R godaiea) S
2, ST SRS YTENfendl W Us A9 P& Pl Gebdl o & |

Fe-@eh HHEET 5 Uk Jolgd Fearil Sy
Sufeafy @1 o Haha fear, e e, guan R wRd
3Afyaeh AT TR STHE ST § Ao el ANTeTehd &
& H THY | TROTH AIEER ST I STIF &l a9 @l AR
foenfad Ui & SR T ¢ | Sa-org fEhred @ay aoit
q Sfed B S 1@ &, frenfadi &1 awdias a9g § 39
ATl FHHSNET BT ST & BT [T fawdl # Heaies
T H B AT =AY | Je STEHAT HZ GRET ATHEM %
g AR Tedrir TRl THST BT TETdT & | TE wiae
% AT B SR & T ACKT T ST Dl G DA
g0 Afyas SrEe Afafafer Jeaw @ e 2 |
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